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1 O01ue mos10xeHus

1.1 Hacrosmas [lonmutrka sBISIETCS JOKYMEHTOM, JIOCTYIHBIM BCEM cOTpymHukam OY
U BCEM IIOJIb30BaTeNsiM ero pecypcoB. IlpencraBnsier coboli O(UIMAIBHO MPUHATYIO
pykoBoactBoM OV cucrteMy B3riigoB Ha oOecrieueHue HHGOPMAIMOHHONW O€30MacHOCTH
B OV.

1.2 OcHoBHOM 3amaueld B oOnactu uHpopmarmoHHOW Oe3zomacHocty OV mpusHaer
COBEPILICHCTBOBAHME MEp H CpeACTB oOecrmeueHus HH(OPMAIMOHHONH 0e30macHOCTH
uH(popMalMOHHBIX pecypcoB OY B KOHTEKCTE pa3BUTHUS 3aKOHOJATENbCTBA M HOPM
peryarpoBaHus HUHPOPMALIMOHHOM IESTETLHOCTH.

1.3 B pamkax cBoeii neareiabHoctu OY 00s3yeTcst NpeJIpUHUMATh BCE BO3MOXKHBIE MEPBI
JUIS 3alIMThl MH(POPMALMU OT pUCKa NMPUYUHEHHUS Bpena, YOBITKOB M yiepOa, BO3HHKAIOIINX
B pe3yibTaTe pealn3alud  yrpo3 HUHPOPMALMOHHOM  0€30mMacHOCTH  WIM  APYrHX
MIPOTHBOIIPABHBIX JICHCTBUH, CBA3aHHBIX C HapylIeHHeM HHpopMaImoHHon 6e3onacHoctu OY.

1.4 TpebGoBanus wuHGOPMAIIMOHHONH OE€30MACHOCTH, KOTOpbIe TNpeabsaBisioTcs OV,
COOTBETCTBYIOT 1eJIsIM JiesTenbHOCcTH OV U npeaHazHaueHbl AJ11 CHUYKEHUS! PUCKOB, CBSI3aHHBIX
¢ nH(opMarMOHHON 6€30IaCHOCTHIO, 10 MPHUEMIIEMOTO YPOBHSI.

1.5 Peanuzanuss ¥ KOHTPOJb HCIOJHEHUS TpPEOOBAHMM, YCTAHOBIECHHBIX HACTOSIIEH
[TonuTHKO#, OcymIecTBIseTCS pabOTHUKAMU CTPYKTYPHBIX nozapaszaenaeHnii OY, 0TBETCTBEHHBIX
3a  WHPOPMAIMOHHYIO 0€30MacHOCTh, B COOTBETCTBUU CO CBOMMHU JIOJDKHOCTHBIMH
UHCTPYKLIUSMH W JPYTHMH BHYTpeHHUMH jJokymeHTamu OV 1o wuHbOpMaroHHOK
0e30MacHOCTH.

2 Hean u 3aga4uu obecnieyeHusi HHPOPMAIMOHHOI 0€30MaCHOCTH

2.1 Hensamu obecneuenus nnpopmannonHon 6e3omnacunoctu OV ABIAIOTCA:

— 3ammra wuHTepecoB OV, pabOTHUKOB W HHBIX CYOBEKTOB HH(POPMAITMOHHBIX
OTHOILEHUH, B3auMoieiicTBytomux ¢ OY, oT BO3BMOKHOIO HaHECEHHUs ylepoa ux JesiTeIbHOCTH
MOCPEJCTBOM CIIY9aifHOTO WJIM TIPEIHAMEPEHHOT0 HECAHKIMOHMPOBAHHOTO BMEIIATEIbCTBA
B mpouecc (PyHKIHMOHMpPOBaHUA HMHPOPMALUOHHBIX cucteM OV, HapymeHus paboOThl
TEXHUYECKUX W TIPOTPaMMHBIX CPEICTB, NPUBOMALIETO K HEIOCTYITHOCTH HWH(OpPMAINH,
pasriameHnio, UCKaKeHUI0, YHHUUYTOXKEHHMIO 3alllMIIaeMoil MHPOpPMALUU U €€ HE3aKOHHOMY
UCTIOJIb30BaHUIO;

— ofecrieyeHne YCTOMYMBOIO W KOPPEKTHOrO (DYHKIMOHHPOBAHUS MPOTPaMMHBIX
U anmapatHeIX KOMIOHEeHTOB OY U IpeaoCcTaBIsieMbIX CEPBUCOB;

—  COOJII0JIeHHE MPABOBOTO PEXHMMa HCIOJIH30BAHUS MAaCCHBOB U MPOrpamMM OO0pabOTKU
uHpOpMaInH;

—  TPeAOTBpAlICHUE pealn3allii YyIpo3 0e30macHoCTH utst aesiteabHocTr OY.

2.2 O6bexkTaMu UH(HOPMAIIMOHHBIX TPABOOTHOLICHUH SBIISIOTCS:

—  WH(QOPMALMOHHKIE PECYPCHI, B TOM YHCIIE C OTPAHUYCHHBIM JOCTYIIOM;

— mpomecchl  00paboTkM  MHpOpManuu B MHPOPMALMOHHBIX cuctemMax OV,
MH(OPMaLlMOHHBIE TEXHOJOTMH, PETJIaMEHThl U Mpoueaypsl cOopa, 00pabOTKH, XpaHEHHUS
U repesiaun HHPOpMaLuy;

— uH(popmanMoHHas MH(QpaACTpyKTypa, BKIIOYAIOLas CHUCTEMbl 00pabOTKH, XpaHEHUS
U aHanM3a MHPOpPMAaLUHU, TEXHUYECKHE M MpOTrpaMMHBIE CpeAcTBa ee 00pabOTKH, Meperadu
¥ OTOOpaXeHHUsI, B TOM YHCIIE KaHaJIbl HHPOPMAITMOHHOTO 0OMEHA U TeJIEKOMMYHUKAIINH;

— CHCTEMBl M CpeJCTBa 3allUThl MH(POpMAIUU, OOBEKTHl M IMOMELICHHS, B KOTOPBIX
pa3MelIeHb! XpaHWIHIIA WH(OPMAIIHH.

2.3 CyObexktaMu MH()OPMAITMOHHBIX OTHOIIEHUH MPH HCIIOJIB30BaHUM WH(POPMAIIMOHHBIX
cuctem OV, 3auHTEpecOBaHHBIMU B 00ecredeHNH HH()OPMALIMOHHON O€30MaCHOCTH, SBIISIOTCS:

— OV, kak coOCTBEHHHK HH(OPMAIIMOHHBIX PECYPCOB M OMNEPaTOp MEPCOHAIBHBIX
JTAHHBIX;



— pabotHukH moapasneneHuit OY, Kak MOJIb30BAaTENM M TOCTABIIMKUA HH(pOpMAIUU
B MH(OPMALIMOHHBIE CCTEMBI;

—  IOpUOUYEcKHe M (PU3MUYECKHE JUIA, CBEJACHUS O KOTOPBIX HAKAIUIMBAIOTCS, XPAHATCS
1 00pabaThIBarOTCs B MHPOPMAIMOHHBIX cucTemax OV,

2.4 Cy0bexTsl ”HPOPMALMOHHBIX OTHOLICHUH 3aUHTEPECOBAHBI B 00E€CIICUEHUH:

—  KOH(MIEHLIMAIBHOCTHU ONpPEEIEHHON YacTH HH(POPMALIUY;

—  IEJOCTHOCTH UH(pOpMAIIHH;

—  CBOEBPEMEHHOTI0 J0CTyNa K He0OX0AMMOi UM MH(pOpMAInY;

—  3AIIUTHI OT HABSI3bIBAHUS MM JIOXKHOM (HETOCTOBEPHOM, NCKa)KEHHOM ) HH(pOpMAIINH;

—  pasrpaHUyYEHUs OTBETCTBEHHOCTH 32 HApYyLICHHS 3aKOHHBIX MpaB (HHTEPECOB) APYTUX
CyObeKTOB MH(OPMAIIMOHHBIX  OTHOWICHWA ¥  YCTAHOBJICHHBIX TPAaBWJI  OOpaIICHUs
¢ uHpopmaruei;

—  BO3MOXXHOCTH OCYILECTBIICHUSI HETIPEPHIBHOTO KOHTPOJISI U YIPABJICHUS MPOIECCAMH
00paboTKH U mepenayn HHPOPMaInu;

—  3aIIUTHl COOTBETCTBYIOLIEH yacTu MHPOPMALUHU OT HE3AKOHHOTO €€ THPaKUPOBAHMS
U pacrpoCTpaHEHUsI.

2.5 Jlns noctukeHus Lieded 3alluThl U 0OecreueHusl YKa3aHHbIX CBOMCTB MH(OpMAaINH,
cuctema obecriedeHusi nHGopMamoHHOW Oe3omacHocTH OV MomkHaA 00eCIeYnBaTh PEIICHHE
CJICAYIOUIMX 33/1a4:

2.5.1 3amuTy OT BMeEWIATEeNbCTBA B Tpoluecc (YHKIMOHUPOBAHUS WH(POPMALMOHHBIX
CHCTEM IMOCTOPOHHMX JIMI] (BO3MOYKHOCTh MCIIOJb30BaHMs CHUCTEMBI U JIOCTYIl K €€ pecypcam
JIOJKHBI UMETH TOJIBKO 3apETUCTPUPOBAHHBIE MTOJIH30BATEIH).

2.5.2 Pa3rpanuuyeHue J0CTyla 3aperuMCTPUPOBAHHBIX II0Jb30BaTENEl K almapaTHbBIM,
OpOTPaMMHBIM W HMH(OPMAIMOHHBIM pecypcaM HH(OPMAIIMOHHBIX CHUCTEM (BO3MOXKHOCTB
JIOCTyIa TOJIBKO K TEM pecypcaM U BBIIOJHEHUs TOJBKO TeX ONepalyil ¢ HUMH, KOTOpbIE
HE00X0/IMMbl KOHKPETHBIM I10JIb30BATEIISIM /17151 BHIIIOJIHEHUS CBOUX CIIY)KEOHBIX 00sS3aHHOCTEN ).

2.5.3 Peructpanmio ¥ TEPUONUYECKANH KOHTPOJb JEHCTBHH MOJB30BATENECd MpHU
UCIOJIb30BaHUM 3alMIIAEMBbIX PECYpCOB M MEPUOJAWYECKMHA KOHTPOJIb KOPPEKTHOCTH UX
JICHCTBHM.

2.5.4 Koutponb 1enocTHocTd (oOecriedeHre HEU3MEHHOCTH) CpeAbl HCIOIHEHHUS
IIPOTPaMM U €€ BOCCTAHOBJICHHE B CITydae HapyIICHUSI.

2.5.5 3amuTy OT HECAHKIMOHMPOBAHHOW MOJIUGUKAIMM W KOHTPOJIb LEIOCTHOCTH
ucone3dyeMbix B OY  mporpaMMHBIX  CpPEeICTB W JaHHBIX, a TaKXke 3alluTy
OT HECAHKIIMOHUPOBAHHOT'O BHE/IPEHUS BPEIOHOCHBIX IPOTPAMM.

2.5.6 3amuTy nH(pOpPMAIMKA OTPAHUYSHHOTO JOCTYIIa, XpaHUMOH, oOpabaTsiBaemoii B OV,
OT HECAHKIIMOHUPOBAHHOTO Pa3IJIAlIeHUs] WIN UCKaKEHHUSL.

2.5.7 OGecrieyeHne  ayTeHTU(DUKAUU IIOJIB30BAaTENEH, Y4aCTBYIOIIHX
B MH(OpMAnMOHHOM oOMeHe (TOATBEpP)KACHHE IMOMJIUHHOCTH OTHpPAaBUTENS U IOIydaTens
uH(pOopMalnn), a TAKXKe OIpeIeJIeHHE aBTOpa IPHU CO3JaHUU U MOAU(PHUKAUN HHPOPMAITIH.

2.5.8 OOGecrieyeHne HCHPABHOCTU MPHUMEHSEMBIX B HH(POPMALMOHHBIX cucremax OY
CPEJCTB 3alUThl HHPOPMAIIH.

2.5.9 CBOEBpPEMEHHOE BBISIBIIEHME HCTOYHHUKOB Yrpo3 0e30macHOCTH HH(OpMaInH,
NPUYAH W YCIIOBH, CHOCOOCTBYIONIMX HAHECEHWIO yiiepOa 3aMHTEPECOBAHHBIM CyOBEKTaM
UH(POPMALIMOHHBIX OTHOIIEHUH, CO3/1aHue MEXaHMW3Ma ONEPaTUBHOIO pearnpoBaHUs HA YIpo3bl
0e30MmacHOCTH UH(pOpPMALIUH.

2.5.10 Co3znanue yciaoBUH A MUHUMH3AIMM HAHOCHUMOTO yiiepOa HernpaBOMEPHBIMU
NEHCTBUSMH, OCJIa0JICHHEe HEraTUBHOTO BIHMSHHUS W JIMKBUAAIUS TIOCIEACTBUN HapyIICHUS
6e3onacHoct nHpopmanuu B OY.

2.6 Pemrenue BoIenepeYrcIeHHbIX 3a1a49 B OY oCyIecTBIseTCs:

2.6.1 Yyerom Bcex MoJuIekallux 3aliuTe MH()OPMAIIMOHHBIX PECYpcOB (KaHAJOB CBS3H,
amImapaTHbIX ¥ MPOTPAMMHBIX CPEICTB).



2.6.2 Pernamenrtanueii mpoueccoB 00pabOTKM TOJIEXaIIed 3amure HH(OPMAIIH,
nerctBuii padotHUKOB OV U mepcoHalia, OCYIIECTBISIONIETO 00CTy)KHBAaHWE U MOJIU(PHUKAITNIO
OPOTPAMMHBIX M TEXHHYECKHX CpEJACTB, HAa OCHOBE YTBEP)KICHHBIX OPraHU3alMOHHO-
pacmnopsiANTEIbHBIX TOKYMEHTOB IO BOIIpocaM o0ecredeHrs nHHOpMalnOHHONW 6€30MMacCHOCTH.

2.6.3 Ha3nayenneM M TOATOTOBKOH paOOTHUKOB, OTBETCTBEHHBIX 3a OpPTaHU3ALHUIO
U OCYILIECTBJICHHE MEPOIIPUATHIl 10 o0ecnieueHuto nHdopmannoHHon 6e3omnacHoctu B OY.

2.6.4 HapgenenueM KaXIoTo paOOTHHKA MHHHUMAIBHO HEOOXOTUMBIMU JJISI BBITIOJTHEHHS
UM CBOUX (DYHKIIMOHAJBHBIX OOSI3aHHOCTEH MOJHOMOYHMSAMH IO AOCTYNY K MHGOPMAIMOHHBIM
pecypcam.

2.6.5 3HaHMEM H CTPOTHMM COOJIIOJICHUEM BCEMH pAOOTHHKAMH, HCIIOIb3YIOITUMHU
U OOCITy)KUBAIOIIMMH amiapaTtHble U MPOrpaMMHBIE CPEACTBA, TPEOOBaHMI OpraHW3alUOHHO-
pacnopsiAUTEIbHBIX TOKYMEHTOB I10 BollpocaM o0ecrieueHus HHHOPMALIMOHHONW O€301acHOCTH.

2.6.6 IlepcoHanpHON OTBETCTBEHHOCTHIO 32 CBOM JCWCTBUS KaXJIOro pabOTHHKA,
YYacTBYIOIIETO B  paMKaX CBOMX (YHKIMOHAJbHBIX OOS3aHHOCTEM B  Ipoleccax
aBTOMATH3UPOBAaHHOM 00pabOTKM uWHGpOpMAIMM M  HMMEIOLIEro JOCTyl K pecypcam
MH(OPMALIMOHHBIX CUCTEM.

2.6.7 Peanmzanmeit TEXHOJOTMYECKHUX IIPOLIECCOB o0paboTku uH(popManuu
C HCIIOJIb30BAaHHEM KOMIUIEKCOB OPTaHM3AI[MOHHO-TEXHUYECKHX Mep 3allUThl MPOTPaMMHOIO
o0ecrieYeHns, TEXHUUECKUX CPEICTB U TaHHBIX.

2.6.8 Ilpunstuem mep no obecrieueHu0 PU3NIECKON IEITOCTHOCTH TEXHUUECKHX CPEJICTB
MHPOPMALIMOHHBIX CHCTEM U TOAJEP)KAaHHEM HEOOXOAMMOTO YpPOBHS 3aIIMIICHHOCTH UX
KOMITOHEHTOB.

2.6.9 Hcnonp3oBanneM (U3UIECKUX U TEXHUYECKHX (IIPOrpaMMHO-AINIAPATHBIX) CPEACTB
3anuUThl pecypcoB OV 1 aIMUHUCTPATUBHOM MOAIEP>KKON UX MCIOJIB30BaHUS.

2.6.10 KoHTponem  cOOJNIONEHUS  MOJIb30BATEISIMH  MH(POPMAIMOHHBIX  CHCTEM
TpeOOBaHMil IO 0OeCTICUCHHIO HH()OPMAITMOHHON O€30MTaCHOCTH.

2.6.11 IOpuanueckoit 3amuTol nHTEpecoB OV MpH B3aMMOACHCTBUH C IOPUANYECKIMU
U (PU3NYECKUMH JIMIIAMUA OT MPOTUBOIPABHBIX U HECAHKIIMOHUPOBAHHBIX JIEHCTBUI CO CTOPOHBI
ATHX JIUII.

2.6.12 TIpoBenenrem aHann3a 3PGEKTHBHOCTH MPUHATHIX MEP U MPUMEHIEMBIX CPEICTB
3amutel  uHGopmanmu B OY.  PazpabGorkoii um  peanuzammerl = TPeaSIOKCHHI
no coepuieHcTBoBaHu0 C3U B OY.

3 lIpuHuunb od6ecrnieyeHus HHPOPMALUOHHOI 6e30MACHOCTH

3.1 IIpuHIUN 32aKOHHOCTH

3.1.1 Ilpu BbIOOpE 3alIUTHBIX MEPONPHUATHH, peaTu3yeMbIX CHUCTEMOIl obecredeHus
MH(OPMaLIMOHHON 0€3011aCHOCTH, J0JKHO COOJII0/IaThCS IEUCTBYIOIIEE 3aKOHOAATENbCTBO.

3.1.2 TlpuHsATbIE Mepbl 3aLIUTHl HE JOJDKHBI MPENATCTBOBATH JOCTYIY K 3alllUIIaeMON
UHPOPMALIUK CO CTOPOHBI TOCYIAPCTBEHHBIX HMIJIM MPAaBOOXPAHUTEIBHBIX OPTaHOB, €CIH TaKOU
JOCTYI HEOOXOJIUM B CIIy4dasix, IPelyCMOTPEHHBIX 3aKOHOATEIbCTBOM.

3.1.3 TIporpaMMHO-TEXHUYECKHE CpENCTBA, MpuUMeHsemMble B OV, TOKHBI HMETh
COOTBETCTBYIOLIIME JIMIEH3UM, odunuansHo npuobperatbest OY y  mpencraBuTenent
Pa3pabOTUYNKOB ITUX CPEJICTB.

3.2 IIpHHIUII CHCTEMHOCTH

[Tpu mocTpoeHnn cuctembl obecrieueHus: HHPOPMAIIMOHHON 0€30MacHOCTH HEOOXOAUMO
IPUMEHATh CUCTEMHBIN MOJIX0/1, KOTOPBIH MpeanoaraeT B3auMOCBS3b MPOILIECCOB OpraHU3auu
3alMThl MTHPOPMAMOHHBIX pecypcoB OV, corilacoBaHHOE NMPUMEHEHHWE METOIOB M CPEICTB
3alUThl MHQOPMAIIMOHHBIX pecypcoB OVY.

3.3 IIpyHIUN KOOPAMHALMHT

3.3.1 Ilpu opranmsauuu JeicTBUH MO oOecredeHut0 MH(POPMALMOHHONW 0e30MacHOCTH
pykoBonacTBo OV ofecrneynBaeT YETKYH B3aMMOCBSI3b COOTBETCTBYIOIIUX CTPYKTYPHBIX



noJipa3ielieHnit MeXIy COOOM, ¢ MPEeNCTaBUTEISIMU CTOPOHHUX OPTaHW3AlUN, OKA3bIBAIOIIMX
YCIIYTH B paMKaX JOTOBOPHBIX 0053aTEIbCTB.

3.3.2 [Ilpu moCTpoeHWH, BHEAPEHUH U OKCIUIyaTalldd CHUCTEMBbl OOECIIeUeHUS
nH(popManMOHHOW Oe30macHOCTH pyKoBojicTBO OV obecneunBaeT yciaoBust mis 3P GEeKTUBHOM
KOOPJAMHAINU ACWCTBUI BCEX JIHII, 00ECTIEYNMBAIOIINX HH(POPMAIMOHHYIO 0€30I1aCHOCTb.

3.4 IlpuHIUN APYKECTBEHHOCTH U MPOCTOTHI

3.4.1 Cucrema obecnieuenus: nHpopMannoHHoii 6e3onacHoctu B OY GopMHupyeTcs: TaKuM
0o0pa3om, 4TOObI c/eNlaTh MAaKCUMAJIbHO MPO3PAayHbIMU ISl TIOJIb30BaTENed MH(OPMAaMOHHBIX
cucteM OY mporiecchl ee GyHKIHMOHUPOBAHUSI.

3.4.2 Cucrema obGecneueHuss uHbopMarmoHHoOW Oe3zomacHoctd B OV BhICTpanBaeTcCs
TakuM 00pa3oM, YTOOBl OrpaHMYCHHsS OPTraHU3AMOHHOIO M TEXHHUYECKOTO XapakTepa,
Haynaraemble Ha coTpyaHuUKoB OVY B CBS3U ¢ peanu3aluedl 3alUTHBIX Mep, CYLIECTBEHHO HE
3aTpyAHSIN paboTy ¢ pecypcamu nH(GOpMAMOHHBIX cucteM OVY.

3.5 IlpuHIUNI NPeBEeHTHBHOCTH

Mepsi, npumensembie OY ¢ nenbto obecrieueHus: WHPOPMALMOHHON Oe30macHOCTH,
JOJKHBI HOCUTBH YIPEXKIAIOUINI XapakTep M He JOMYCKaTh pealu3alii0 COOTBETCTBYIOLIUX
yIpo3 U aTax.

3.6 IIpyHIUI ONTUMAJILHOCTH U MHOTOYPOBHEBOCTH

3.6.1 BeiOOp eaMHBIX TPOTPAMMHO-TEXHUYECKUX CPEJICTB C IENIBI0 COKPAIICHUS PACX0/I0B
Ha CO3JlaHUE U TOAJCPKKY (PYHKIIMOHUPOBAHUS KOMIIOHEHTOB CHCTEMBbI OOecredeHus
MH(}OPMaLMOHHON OE3011aCHOCTH.

3.6.2 IlpumeHeHue pa3HOPOAHBIX MPOrPAMMHO-TEXHUYECKHX CPEACTB 3alllUThI, C LEIbI0
MOCTPOCHHS IIETIOCTHOM CUCTEMBI 0OecrieueHusi HH(POPMAIIMOHHON O€30MaCHOCTH U YCTPaHECHHUS
BO3MOXKHBIX YSI3BUMOCTEH.

3.6.3 HMcmonb3oBanue Ajsl CO3MaHMs pa3HBIX pyOexel obecneueHus] MHPOPMAITMOHHON
0€30MacHOCTH CPEACTB, KOTOPHIE UMEIOT CXOXKHE APYT ¢ APYroM (YHKIUHU, HO pa3paboTaHHBIE
pa3IMYHBIMU TIPOU3BOAUTENISIMH W HMMEIONIME PA3IMYHYI0 JIOTUKY TOCTPOCHHS 3aIlIUTHBIX
MEXaHHU3MOB.

3.7 IIpHHIUI IKOHOMHUYECKOIi 11e1eC000Pa3HOCTH

3.7.1 OcymiecTBieHre OLIEHKH YPOBHS 3aTpaTr Ha obOecrieyeHne 0e30macHOCTH, IIEHHOCTH
MH(POPMALMOHHBIX PECYpCOB M BEIMYMHBI BO3MOKHOTO ymiepOa anst OY B cirydae HapylmieHHS
KOH(HIEHIIMATBHOCTH, 1IEIOCTHOCTH U JOCTYIHOCTH HH(OPMAIIMOHHBIX PECYPCOB.

3.7.2 Br160p HEOOXOAMMOTO U JIOCTATOYHOTO YPOBHS 3alIMTHI HH(POPMAIIMOHHBIX

pecypcoB, NpU KOTOPOM 3aTpaTbl, PUCK M pPa3Mep BO3MOXHOIO YyiepOa sBISIOTCS
IPUEMIIEMBIMHU.

3.8 IIpuHIUI HENPEePBHIBHOCTH 1 HEJJONMYCTHMOCTH OTKPBITOI0 COCTOSTHUS

3.8.1 Cucrema obecnieuenus nHpopMannoHHON O6e3omacHocTH B OY CTPOUTCS TaKUM
00pa3oM, YTOOBI MpoLECcC 3alUThl HHPOPMAMOHHBIX cucTeM OV oCyIIecTBISIICS HENPEPHIBHO
U IIeJICHAIIPABIICHHO Ha MPOTSHKEHUH BCETO )KU3HEHHOTO IIUKJIa MHPOPMAIMOHHBIX CHCTEM.

3.8.2 Cucrema obecneyeHus: MHPOpMaUMOHHOM OezomacHoctTh B OY mnpu moObIxX
BO3HHUKAIOIINUX OOCTOATENBCTBAX MO0 MOTHOCTHIO BBIIOJIHSAET CBOU (DYHKIIUH, JINOO MOJIHOCTHIO
OJIOKHPYET AOCTYII.

3.9 Ipunmun npodeccuoHaTU3IMAa

3.9.1 [IlpuBnedyenue Uit pa3pabOTKM M  BHEAPEHHS CUCTEMBI  OOeCIeYeHHs
WHPOPMAIIMOHHOW 0€30MacHOCTH, NP HEOOXOAWMOCTH, CIEIHAIN3UPOBAHHBIX OPTaHU3AIHA,
HanOosiee  MOATOTOBIEHHBIX K  KOHKPETHOMY BHIY  JAEATENbHOCTH W HMMEIOLINX
COOTBETCTBYIOIIHE JIMIICH3UH Ha BBITIOJTHEHUS paOOT M MPAKTUYECKHUHA OIBIT B JAHHOW 00J1aCTH.

3.9.2 Opranuzamust  npodeCCUOHATBHOM  MOJATOTOBKM  CBOUX  Pa0OTHHKOB  JIJIs
OKCIUTyaTaIllii KOMIIOHEHTOB CHCTEMBI 00ecTIedeHHs MH(POPMAIIMOHHON 0e30MacHOCTH.



3.10 IlpuHuMN BHIGOPa pelieHHii 3aIMThI

3.10.1 OpwueHTtanuss Ha NPUMEHEHHE COBPEMEHHBIX BBICOKOTEXHOJOTHYHBIX PEIICHHUMA
U [POrpaMMHO-TEXHHYECKMX CPEICTB 3alllMThl, XOPOIIO 3apEeKOMEH/OBaBIIMX  ceOs,
MHTYWUTUBHO MOHSATHBIX U HE CJIIOKHBIX B 9KCILTyaTalllu.

3.10.2 UHcnonp3oBaHWE OLEHKH CTENEHH KOPPEKTHOCTH (DYHKIMOHUPOBAHHUS U
UCIIOJTHEHUS]  3aIUTHBIX (YHKUMUN, OTKAa30yCTOWYMBOCTH, TMPOBEPKH COIIACOBAHHOCTHU
KOH(HUTypauy pa3InyHbIX KOMIOHEHTOB U BO3MOXXHOCTH OCYIIECTBICHHUS LIEHTPATN30BAHHOTO
aIMUHHCTPUPOBAHUS IIPU BBIOOPE pelIeHUH MO 3aluTe HHPOPMAILIMOHHBIX CHCTEM.

3.11 IlpuHUMNO pa3BUTHUS

3.11.1 Pa3BuTHe W OOHOBJIICHHE Ha PETYJIIPHOM OCHOBE CYIIECTBYIOIICH CHCTEMBI
obecrnieueHns THHOPMAIIMOHHOW OE30TaCHOCTH.

3.11.2 OpuenTanus Ha TPEEMCTBEHHOCTh NIPUHATBHIX PaHEe pEIICHUH 10  3alluTe, Ha
aHanmu3 (QYHKIHMOHUPOBaHUSA HH(MOPMAIMOHHBIX CHCTEM M CaMOM CHCTEMBI OOeCTeUeHHS
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

3.12 IlpuHUMI MePCOHATBbHOI 0TBETCTBEHHOCTH M pa3/iesieHus 00s13aHHOCTeI

3.12.1 PyxoBoactBo OV ompenensieT mpaBa U OTBETCTBEHHOCTh KaXKJIOTO KOHKPETHOT'O
paboTHuKa (B Tpemenax €ro IOJKHOCTHBIX O0S3aHHOCTEW) 3a oOecredcHHe OE30IMaCHOCTH
uH(popMaloHHBIX pecypcoB OVY.

3.12.2 Cucrema obecriedeHuss HHPOpManuoHHoW Oe3omacHoctTn OV  obecrieunBaeT
paszziesieHne MOJIHOMOYU B MH(OPMAIIMOHHBIX CHUCTEMaX, OO0sI3aHHOCTEH U OTBETCTBEHHOCTHU
MEXIy pabOTHUKAMH, HCKIIIOYAIONIEe BOZMOKHOCTh HApyIICHUS KPUTHUECKH BaKHBIX 1151 OY
MIPOLIECCOB UJITU CO3/IaHUS YSI3BUMOCTEH B 3alIUTE MHPOPMAIIMOHHBIX PECYPCOB.

3.13 IpuHUMI MUHUMH3AIUN TPUBUJIETHI TTOJIb30BaTe el

ObecrieueHne Mojib30BaTeNied  MPUBWIECTHSMH  MHHHMAIbHO  JIOCTAaTOYHBIMH IS
BBIMTOJIHEHUSI UMHU CBOMX (yHKIui B OV, B COOTBETCTBHH CO CBOMMH JIOJDKHOCTHBIMHU
00s13aHHOCTSIMHU.

4 30HbI OTBETCTBEHHOCTH YYACTHHKOB Mpolecca odecrneyeHusi HHGOpMAIHOHHOIM
0e30MacHOCTH

4.1 PykoBoacTreo OY

4.1.1 Coznaer ycinoBusi, IPU KOTOPBIX KaxkIblii paOoTHUK OV 3HaeT cBOM 00sS3aHHOCTH
¥ 33/1a4¥ B OTHOIICHUH MH(POPMAIMOHHBIX PECYPCOB M 00ECTIeYMBaeT HAIMYHE HEOOXOIUMOTO
paszeneHus GyHKIUN U MOJTHOMOYNH B LIESIX HEJOMYIEHHs KOH(IMKTAa HHTEPECOB.

4.1.2 Hasmauaer paOOTHHUKOB, OTBETCTBCHHBIX 3a CO3JaHuWe W wucnoib3oBanue C3U,
uHpopmanuu odpabatsiBaemMoii B OV, peanusanuio npoueccoB odecreueHust HGOpMamoHHON
0€30MacHOCTH, a TAaKXkKe UX KOHTPOJIS.

4.1.3 OO6ecrieunBaeT JOCTaTOUYHYIO YMCICHHOCTh M KBaIM(UKALUIO TepcoHana,
OTBETCTBEHHOTO 3a TIOCTPOCHHE W TOJIepKaHUE IMPOIECCOB obecreueHus] HHPOPMAIMOHHON
Oe3omacHOCTH, BHeApeHHe U ynpanieHue C3M, a Takke KOHTPOJIb U MOHUTOPHHI TEKYILETro
COCTOSIHUS CHCTEMbI oOecrieueHus: nHpopMamoHHol 6e3onacHoctu OVY.

4.1.4 VIHuuMupyeT, OCYLIECTBISET MOAJNEPKKY M KOHTPOJUPYET BBIMOJIHEHHE BCEX
mpoliieccoB odecrneueHust nHGopmamoHHon 6ezonacHocT B OY.

4.1.5 Ananuzupyer pe3yabTaThl paboT 1Mo odecrnedeHn o nH(OpMAIMOHHOI 6e3011acHOCTH
U Ha WX OCHOBE TPUHUMAET PEIICHUS O HEOOXOJWMOCTH Pa3BUTHUSI CHCTEMBI OOECIICUCHUS
UHPOPMALIMOHHOM 0€30MaCHOCTH, €€ Pa3BUTHS, O BO3MOKHOCTU MPHUHSITHS OCTATOUYHBIX PHCKOB
WHQPOPMAIIMOHHON 0€30MacHOCTH, O BBIIEICHUH PECYPCOB, HEOOXOMUMBIX ISl peaTH3aluu
[TonuTruku nHGOPMALIMOHHON 0€30MaCHOCTH.

4.2 KomneTeHTHBbIE moapa3ieneHus OY

4.2.1 TloaroraBnuBalT MpeajaokeHus 1o jpopaborke [lomuTHkK WHPOPMALMOHHOM
0€30MacHOCTH B YaCTH TEXHUYECKOro o0ecneueHus nHopManoHHbIx cucreM OVY.



4.2.2 PazpabarbiBaioT  mpoueaypbl  3(GQGEKTUBHOTO  yIpaBICHUS  TEXHUYECKHUMHU
U NIPOrpaMMHBIMH CPEACTBAMU MH(OPMAIMOHHBIX CHUCTEM U MPUMEHSIOT UX B MPAKTHYECKOU
NeSITeIbHOCTH B OTHOLLICHUH BCEX CHCTEM, JeiicTByromux B OY.

4.2.3 OpranusyioT IMpOBEJACHHE HEOOXOIUMOTO MHCTPYKTaKa PaOOTHUKOB CTPYKTYPHBIX
MOJpa3/IeIeHUIl B YaCTH BOIIPOCOB 0€30MacHON IKCIUTyaTallni HHPOPMALIMOHHBIX CHCTEM.

4.2.4 OOGecrneuynBarOT 3aLIUTY JOCTYNa KO BCEMY CEPBEPHOMY M KOMMYTAllMOHHOMY
000pyIOBaHUIO, HOCHUTENAM HMH(POPMALMH, KOTOpPHIE HCIONB3YIOTCS B COOTBETCTBYIOLIMX
CTPYKTYPHBIX IOJpa3IeJICHUsX.

4.2.5 OcymecTBISIOT MEPONPUATHS MO TOJJIECPKKE COMPOBOXKACHUS U HCIOJIb30BAHUSA
MH(POPMALIMOHHBIX CUCTEM.

4.2.6 OOGecrneunBalOT OTKAa30yCTOWYHBOCTh BCETO MPOTPAMMHO-ANIAPATHOTO KOMILIEKCA
U IpOLENypy PErIaMEeHTUPOBAHHOTO BOCCTAHOBJIEHUS DPAOOTOCIIOCOOHOCTH IOCHIE OTKAa30B
KOMITOHEHTOB.

4.2.8 PerynspHo 0OOHOBIISAIOT IPOrpaMMHBIE U MPOrpaMMHO-annapaTiele koMmiuiekcsl C3U
B OV.

4.2.9 OcCymecTBISIOT TOAACPKKY (PYHKIIMOHUPOBAHUS WHGOPMAIIMOHHBIX CHCTEM
U TMPUHUMAIOT HEOOXOAMMBIE MEphl IO KOH(PUIYpUPOBAHUIO CUCTEM JUIsl OOecreyeHus
HE00X01uMoro ypoBHs nHpopMaloHHol 6e3onacHocTy OY.

4.2.10 KoHTpoympyloT paboOTOCIIOCOOHOCTh YCTPOMCTB OecrepeOOHOro MUTaHUS
KpUTUYHBIX 111 OY HHGOPMALMOHHBIX CHCTEM.

4.2.11 OOGecrieunBaroT (PU3NICCKYIO 3alIUTy IMOMEIICHUH, B KOTOPBIX PACIIOJIArar0TCs
kputuuHble U1t OY uHOpMaMOHHbIE CUCTEMBI.

4.2.12 ObecneunBalOT COMPOBOXKACHUE YCTPOMCTB KOHTPOJIS TocTyma B momenieHust OY.

4.2.13 OGecrieunBaroT 3alUTy MHGOPMALMOHHBIX pecypcoB OV oT ciydyallHOro WM
HAaMEPEHHOTO YHHUTOXCHHSI, UCKAKECHUS, pa3TiIalieHusl.

4.2.14 KoHTpOIUPYIOT BHIMIOJHEHUE YCTAHOBIEHHBIX MPAaBHI U MPOLEAYp oOecreyeHus
uH(popMalnoHHOH 6e3omacHocTy B OVY.

4.3 PykoBoauTe/ M CTPYKTYPHBIX noapa3zaenenuii QY

4.3.1 O6s3anHbI cobmoaaTh TpeOOBaHUS ACHUCTBYIOLIETO 3aKOHOAATENbCTBA Poccuiickoi
@denepau M BHYTPEHHHUX JIOKyMeHTOB OV B uactu obecriedeHuss MHPOPMALMOHHON
0€30I1aCHOCTH.

4.3.2 OOecneunBalOT KOHTPOJIb 3a COOJNIOJIGHMEM HOPM M IpaBUJI oOecreyeHUs
UHPOPMALIMOHHON OE30MaCHOCTH B CBOEM CTPYKTYPHOM TOJpa3[eieHud W UHPOPMHUPYIOT
KOMIIETEHTHOE MOJpa3/ieIeHue O JIIOOBIX MOJO3PUTENIBHBIX COOBITUSX WM HapyIIEHHUIX
JNENCTBYIONIMX MPaBUi oOecrieyeHus] HHPOPMAIIMOHHON 0€3011aCHOCTH.

4.3.3 OObecneunBalOT COOTBETCTBUE JEWCTBUI pPabOTHUKOB mojapasneneHus Ilomutuke
MH(OPMALlMOHHONM  O€30MacHOCTH, BHYTPEHHUM  JOKyMEHTaM 10  HWH(OpMalMOHHON
0€30IacHOCTH M JIOOBIM  JIPYTMM  paclopsbkeHusM pykoBoactBa OVY mo Bompocam
MH(OPMAaLIMOHHON O€30MaCHOCTH.

4.3.4 OpraHu3yroT npoBe/ieHHe He0OXOJMMOro MHCTPYKTaka MO BOIIPOCAM BBIIOJIHEHHUS
npaBuil MHPOPMALNMOHHOW O€30MacHOCTH Uil BCEX pPAOOTHUKOB CBOETO CTPYKTYpPHOTO
HOJpa3/IeeHusl.

4.3.5 KOHTpOJHPYIOT BEHIMOJHEHUE PaOOTHHUKAMH B CBOEM CTPYKTYPHOM IIOApa3eIeHHN
YCTQHOBJICHHBIX MpPaBUJI B LENAX oOecredeHus: (U3NUEcKO 0e30MacHOCTH KOMIBIOTEPHOTO
000pyI0BaHUS M HOCHTENEH HHPOPMAITUH.

4.3.6 CBoeBpeMEHHO MH(OPMHUPYIOT PYKOBOJICTBO O BCEX BBISBICHHBIX COOSX B paboTe
WH(POPMAIIMOHHBIX CHCTEM.

4.3.7 KoHTpOonupyrOT 10CTYI K HEOOXOAUMBIM HH(OPMAIIMOHHBIMH pecypcaM pabOTHUKOB
CBOETO CTPYKTYPHOTO IOJIPa3/IeJICHUsI B COOTBETCTBHH C TIOTPEOHOCTHIO B MpE/IeNiaX CITy)KeOHBIX
00513aHHOCTEH.



4.4 Pa6oTHuKHu OY

441 CobmogatoT #  BBHIMOJHAIOT TpeOoBanus [lomutuku  wHOOpPMAITMOHHON
0€30I1aCHOCTH, COOTBETCTBYIOIIMX JIOKAIBbHBIX aKTOB, JoKymMeHToB OVY 1o Bompocam
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

4.4.2 CoGmo1atoT KOH(UACHIMAIBHOCTD TaHHBIX, JOCTYI K KOTOPBIM OBUT MU TTOJTY4EH.

4.4.3 OGecrieunBaOT (PU3NUECKYI0 OE30MAaCHOCTh BCETO TEXHHUYECKOTO O000PYyI0BaHUS
U HOCHTEJeH HH(POPMALIMH, UCIIOTIB3yEMBIX B paboTe.

444 He  pomyckaroT  CaMOBOJBHOTO  TOJKIIOYEHHS] U HCIHOJb30BaHUS
B aBTOMATHU3MPOBAHHOW HMH(OPMAIIMOHHOW CHCTEME JIMYHOTO KOMIIBIOTEPHOTO M IH(pOBOro
000pyoBaHus, a TAK)Ke HOCUTENEH HHPOPMAITIH.

445 He pgomyckalT CaMOBOJIBHYIO YCTaHOBKY IPOrpaMMHOTO OOeclieueHus Ha
KOMIIBIOTEPHI, BXOSIINE B COCTaB MH(OPMALIMOHHON CUCTEMBI.

4.4.6 CroeBpeMeHHO HHPOPMHUPYIOT PYKOBOJUTENS CBOCTO CTPYKTYPHOTO TOPA3ACTICHUS
0 BCEX cllydasx HapylleHUs HMHPOPMAIMOHHOI 0E30MacHOCTH M O BCEX BBIABIECHHBIX COOAX
B pabOTe MPOrpaMMHBIX U IPOTPAMMHO-aNIapaTHBIX CPEACTB.

4.4.7 TIposBIAIOT OCMOTPUTEIBHOCTh B OTHOIICHUU JIHOOBIX JEUCTBUN, KOTOPHIE MOTYT
MIOBJICYH 32 COOOW CHUKCHHE YPOBHS MHPOPMAITMOHHON 0€3011aCHOCTH.

4.5 Croponnue ¢pusnyeckue U WpUINIeCKHe JUIA

Cobmromaror ¥ BHIMONHAIOT TpeOoBaHus [lomuTukn MHGOPMAIMOHHON 0€30MacHOCTH,
COOTBETCTBYIOIIMX JIOKAJTBHBIX aKTOB U JOKYMeHTOB OV u Apyrux pacrnopspKeHUi pyKOBOJICTBA
0 BOTpocaM HH(POPMAITMOHHON 0€301aCHOCTH TPY MCIIOJIHEHHH JOTOBOPHBIX 00S3aTEIbCTB.

5 OcHOBHBIE TpeﬁoBaHHﬂ o 3amuTe I/IH(l)OpMalIHH OIrPpaHUYCHHOI0 A0CTYyIIA

5.1 O6mue TpedoBanus

5.1.1 B OVY HeoOxoauMo coOM0IaTh PEKUM OE30MACHOCTH, MperycMaTpUBAIOIIUI
peanu3aniio OpraHW3alUOHHO-TEXHUYECKUX MEpPOTPHUSATHIA, HAINPaBICHHBIX Ha OOecreYeHue
KOH(QUIEHIIMAIBHOCTH MHPOpPMALMU, JOCTYH K KOTOPOH OrpaHMYeH B COOTBETCTBHHU
¢ TpeboBaHMAMH 3aKOHOAATENbCcTBA Poccuiickoit deneparum.

5.1.2 B OV ocymecrtBiusercs 00paboTka U XpaHeHHe HH(OpPMALMU OTPAaHUUYECHHOTO
noctyna (DOCTYn K KOTOpPOHM orpaHuyeH (efepaJbHBIMH 3aKOHAMH W CIyXeOHOH
HEOOXOUMOCTHIO).

5.1.3 B OV nomken ObITh pa3paboTaH nepevyeHb HH()OPMAIIMKA OTPAHHYESHHOTO JTOCTYTIA.

5.1.4 OV, xak obnaaarens MH(GOpPMAIMK OTPAaHUUEHHOIO JIOCTYIA, MPU OCYLIECTBICHUN
CBOMX ITpaB 00s513aHO:

—  colurojaTh MpaBa U 3aKOHHbIE HHTEPECHI MHBIX JIUIL;

—  IpUHUMATh MEPHI 0 3alIUTe HHPOPMALIUY;

—  OrpaHM4YMBaTh JOCTYH K HH(POpPMALUMU, €CIU Takas OOA3aHHOCTh YCTaHOBJIEHA
beneparTbHBIMU 3aKOHAMM.

5.15 OV, kak obmagarenp HH(GOpMAIMKM OTPAaHUYEHHOIO JOCTYMa, €ClIM HHOE He
IPEIyCMOTPEHO (peepaibHBIMHA 3aKOHAMH, BIIPaBe:

—  paspemiaTh WJIM OrpaHUYMBATH JOCTYNl K HWH(POPMALUHU, ONPENENsATh MOPSIOK
U YCJIOBHSI TAaKOTO JIOCTYTIA;

—  WUCTONB30BaTh HH(MOpMAIMIO, B TOM YHCIIE pacCHpOCTPaHATH €€, 10 CBOEMY
YCMOTPEHHIO;

—  mepeaaBaTh MH(POPMAIUIO IPYTHM JIMLIAM Ha YCTAaHOBJICHHOM 3aKOHOM OCHOBAaHMU;

—  3alMIaTh YCTAHOBJIEHHBIMH 3aKOHOM CIOCOOaMHM CBOM IIpaBa B  Cllydae
HE3aKOHHOTO MOJIy4yeHHsI HH(OPMAIMK WM €€ He3aKOHHOTO MCIIOJIb30BaHHUs MHBIMU JIUIIAMU;

- OCYIIECTBIISITh MHBIE JEUCTBUSA C MH(OpMAIMEed WIM pa3peliaTh OCYLIECTBICHUE
TaKWX JIEHCTBHUH, €CITM J3TH JEWCTBUS HE TPOTHBOpeYaT (eAepalbHBIM 3aKOHAM H JIPYTUM
HOPMAaTHBHO-TIPABOBBIM aKTaM PETyJsSTOPOB.
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5.1.6 OV, sBussice oOmagarereM HHPOPMALMU OTPAHUYCHHOTO JOCTYIA, B CIydasx,
YCTAHOBJICHHBIX 3aKOHOJATeNbcTBOM P®D, 00s13aHO 00eceunTs:

- npenotepauienne HCJl k napopmanuu u (Mn) nepegadu ee JMiam, He HMEIOLTHM
npaBa Ha JOCTYH K MH(pOpMauy;

— cBOoeBpeMeHHoe oOHapyxenue ¢pakroB HC/I x undopmaruy;

—  HeJIOIyIIEHHE BO3JCHCTBUS HA TEXHUYECKHE CpeAcTBa 00pabOTKHM MH(OpMAaLUH,
B pe3yJIbTaTe KOTOPOTr0 HapylIaeTcss uxX (GyHKIMOHUPOBAHUE,

—  BO3MOXHOCTb periaMeHTUPOBAHHOTO BOCCTaHOBJICHUS UHpOpMaLuy,
MOJIU(GUIMPOBAHHON WIIM YHUYTOKEHHOMN BCIIEACTBHE HECAHKLIMOHUPOBAHHOI'O 10CTYIA K HEll;

—  TIOCTOSIHHBINA KOHTPOJIb 32 00€CTIeYeHHEM YPOBHS 3alIMIIEHHOCTH HHPOPMALIUH.

5.1.7 3ammra wMHQOpPMALUU OTPAHUYCHHOTO JOCTYyNAa MPEICTaBIseT COOOM HpPUHSATHE
IPaBOBBIX, OPIaHNU3ALMOHHBIX U TEXHUYECKUX MEp, HAlPaBJIECHHBIX Ha:

—  coOmojeHne KOH(PHUICHIUATHHOCTH HH(POpMAIUN (UCKIIOYEHHE HETPaBOMEPHOTO
JOCTYTIA, KOMUPOBAHMS, IPEAOCTABICHHS WM PACIIpOCTpaHEHUS HHPOPMALIUN);

—  ofecrneyeHue  LEJIOCTHOCTM  MHPOpMauuu  (MCKIIOYEHHE  HENPaBOMEPHOIO
YHUYTOXXEHUS WM MoAu(UIpPOBaHHS HH(POPMALINN);

—  pealM3alMI0 IpaBa Ha JAOCTYH K HHGpOpMauuu (MCKIIOYEHUE HENpPaBOMEPHOIrO
OJIOKMPOBAaHKS HHPOPMAILIHH ).

5.2 Opranu3anus 3aMTHl KOH(PUIeHINAILHOH HHGoOpMau

5.211Ipu opranm3amuu B OV 3ammThl HHQOPMAIMK OTPAHUYEHHOTO JOCTYIIA,
HEOO0X0IMMO PYKOBOJICTBOBAThCS TpeOoBaHusiMu DenepanpHoro 3akoHa ot 27.07.2006 Nel49-
@3 «O0 uHpopmanuu, HHOOPMAIMOHHBIX TEXHOJOTMAX W O 3amMre HHGpOpMALMU» U
®enepanbHoro 3akoHa or 27.07.2006 Ne 152-®3 «O mnepcoHabHBIX JaHHBIX», KOTOpPbIE
PEryaupyIOT OTHOLIECHUS, CBSI3aHHbBIE C YCTAHOBJIEHUEM, H3MEHEHHEM U IIPEKpallleHUEeM peKuMa
00paboTKH 3aMIIaeMOi HH(OPMAITHH.

5.2.2 B OY Heo0XxoauMo coOJII01aTh PEKUM 3alUThl KOH(DHICHIIMAIBHON HHPpOpMaIUU
(manee — KN):

— orpanuuenue naocryna k KW, myrem ycraHOBieHHs MNopsika oOpalleHus € 3TOH
uHpopManrei 1 KOHTPOJIS 32 COOTIOACHNEM TAaKOTO MOPSI/IKA;

—  yder jui, noxyduBmMX jgoctyn kK KU, u (wim) nui, KOTOpbIM Takas MHQOpMaLus
ObLTa TIpeOCTaBIICHA WM MIEPEIanHa;

—  perynMpoBaHHe OTHOLIEHHMH Mo ucnoib3oBaHuio KU, ¢ paboTHMKaMM Ha OCHOBAaHUU
TPY/ZOBBIX IOTOBOPOB M KOHTPAareHTaMH Ha OCHOBAaHUH I'PAXKTaHCKO-TIPABOBBIX JOTOBOPOB;

—  HCIIOJIb30BaHME MaTepUabHBIX HocuTenel, comepxaumx KM B cooTBeTcTBUU
C YTBEPKJICHHBIM TTOPSIIKOM, CKITFOYAOIIM HECAHKIITMOHUPOBAHHBIN JOCTYII K HUM.

5.2.3 lns ob6ecneuenus 3amutel KM, OV BmpaBe NpUMEHATh CpPEeACTBA U METOJbI
TEXHUYECKOH 3aIluTHl, MPEeANPUHUMATh JPYrue, HE MPOTHBOpPEYAIINE 3aKOHOMATENHCTBY PO,
MEpBI.

5.2.4 B nemsx oxpansl KU, B paMkax TpyI0BBIX OTHOIIEHHH HEOOXOAUMO:

—  O3HAKOMHUTb NOJ PaclUCKy PaOOTHUKOB, AocTyn KoTopbix K KU, HeoOxomum amns
BBITIOJIHEHHSI UMM CBOMX CIIYKEOHBIX 00si3aHHOCTEM, ¢ mepeuneM KU, u ycranoBinennsiM B OY
pexxumoM 3amutel K1, a Takxke MepaMu OTBETCTBEHHOCTH 32 €0 HapyILICHHE;

— co3garb pabOTHMKaM HEOOXOJUMBIE YCIOBUSA Jisi COOJIIOJIEHUS YCTaHOBJIEHHOTO
pexxuma 3amutsl K.

5.2.5 PabotHuku OV, 00s13aHbI BHINONHATE ycTaHOBIEHHBIH B OY pexxuM 3amutsl KU, He
pasrnamarh wHpOpMarmio, coctaBisitonlylo KM, W He HCHOib30BaTh 3Ty HWHPOPMAIUIO
B JINYHBIX LEJISAX.

5.3 OcoGeHHOCTH 3aIMTHI MEPCOHATBHBIX JAHHBIX

53.1 Ilpu opranmzamuu B OV 3alUTBl MEPCOHAIBHBIX JAHHBIX HEOOXOJIUMO
pPYKOBOACTBOBaThca TpeboBanusMu DenepanbHoro 3akoHa ot 27.07.2006 Nel52-®3
«O mepcoHaANBHBIX JAHHBIX», KOTOPBI pPErylIupyeT OTHOILICHMS, CBA3aHHbIE ¢ 00pabOTKON
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U XpaHCHHEM IMEPCOHAJBHBIX JAaHHBIX TPaKIaH M OIpeaesseT TpeOOBaHUS IO 3aIIUTE HUX
KOH(HICHIIMATBHOCTH.

5.3.2 OY caMOCTOSTENBbHO ONpelensieT COCTaB W MEepeYeHb Mep, HEOOXOIUMBIX
U JIOCTaTOYHBIX 1 oOecredeHHs BBINOJIHEHHUS OOS3aHHOCTEH, MPEeayCMOTPEHHBIX
®enepasibHbIM 3aKOHOM Nel52-d3 u HNpUHATHIMM B COOTBETCTBUUM C HUM HOPMAaTHUBHBIMU
MPAaBOBBIMU aKTAMH, €CJIM MHOE HE MpeaycMoTpeHo dDenepanbHbiM 3akoHOM Nel52-D3 wnum
Opyrumu (peaepanbHbBIMUA 3aKOHAMHU.

5.3.3 Ilepeuenb Mep, BHIMOTHEHNE KOTOPBIX oOecreunBaeT OY B Ka4eCTBE oreparopa
NIEPCOHAIBHBIX JaHHBIX, JOJDKEH BKIIIOYATH!

- HazHayeHrne B OY OTBETCTBEHHOrO 3a OpraHM3alMi0 00pabOTKU IMEePCOHATBHBIX
JTAaHHBIX;

- uznanue OY HOKyMEHTOB, ONPEACISIONIUX €ro MOJUTHKY B OTHOIIEHUU 00pabOTKH
MEPCOHAIBHBIX JaHHBIX, JOKAIbHBIX aKTOB IO BOIpOcaM OOpaOOTKH MEPCOHATBHBIX JAHHBIX,
a TakkKe JIOKAJIbHBIX AaKTOB, YCTaHAaBJIMBAIOIIMX IPOLEAYpbl, HAalpaBiICHHbIE Ha
MpeOTBpAallleHHEe U BHISBICHHE HApyIICHUH 3aKOHOJaTenbcTBa PD, ycTpaHeHHe MOCIeICTBUN
TaKUX HAPYILICHUI;

— MPUMEHEHHE MPABOBBIX, OPTAaHU3AIMOHHBIX U TEXHUYECKUX MEp MO OOECIEeUEHUIO
0e30MacHOCTH MEePCOHANbHBIX JAHHBIX B COOTBETCTBUU CO cTaTheil 19 DenepanbHOro 3akoHa
Nel52-®3;

— OILICHKY Bpe/a, KOTOPBIA MOXKET ObITh MPUUMHEH CYObEKTaM MEePCOHANBHBIX JAHHBIX
B ciydyae HapymeHuss @enepanpHoro 3akoHa Nel52-@3, cooTHOLIEHHE YKa3aHHOTO Bpenaa
M T[PUHAMAEMbBIX ONEpaTOPOM Mep, HAalpaBICHHBIX Ha OOECHeYeHHe BBITOIHEHHS
o0s3aHHOCTEH, TpeaycMoTpeHHbIX DenepanbHbiM 3akoHOM Nol52-D3;

- o3HaKoMJIeHHE paboTHHKOB OV, HEMOCPEACTBEHHO OCYHIECTBISIOMNX 00pabOTKY
NEPCOHAIbHBIX JaHHBIX, C MOJIOKEHUSIMH 3aKOHOAAaTeabcTBA PD 0 mepcoHaNbHBIX JaHHBIX, B
TOM 4Hcie TPeOOBAHUSAMHU K 3aIIUTE MEPCOHANBHBIX JAaHHBIX, JOKYMEHTAMH, OMPEICISIIOIIUMU
noautuky OY B OoTHOUIEHMM OOpaOOTKM NEPCOHAJIBHBIX JIaHHBIX, JOKAJbHBIMM aKTaMH IIO
BOIPOcaM 00pabOTKH MEPCOHANBHBIX JAAHHBIX U OOydeHHue, MpU HEeO0OXOJUMOCTH, yKa3zaHHBIX
pabOTHHKOB.

5.3.4 OV npu o0paboTKe MEPCOHAIBHBIX JAaHHBIX 00s3aHO MPUHUMATh HEOOXOANUMBIE
[IPaBOBbIE, OpPraHM3AI[MOHHbIE W TEXHUYECKHE Mepbl WM oOecreuuBaTb WX MPUHATHE Ui
3alUTBl MEPCOHAIBHBIX JAaHHBIX OT HENPaBOMEPHOIO HWJIM CIy4yallHOTO JOCTyNa K HHM,
YHUUTOXKEHUS, U3MEHEHHUsI, OJJOKUPOBaHUs, KOIMPOBAHHUS, MPEAOCTABICHUS, paCIPOCTPaHEHUS
NEPCOHAIBHBIX JIAaHHBIX, a TAaKXe OT WHBIX HENPAaBOMEPHBIX JACUCTBUH B OTHOILIECHUU
NEPCOHAIBHBIX JaHHBIX.

5.3.5 OGecneyenne 6€30MaCHOCTH NEPCOHANBHBIX JAHHBIX TOCTUTAETCSI, B YACTHOCTH:

- OTpezieNIieHUEM Yrpo3 U HapyluTese 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX MPU UX
00paboTke B MHPOPMAIIMOHHBIX CHCTEMax MepPCOHAIbHBIX NaHHbIX (qanee — UCIIIH);

- npoBenenueM knaccupukamun  MCIIJIH B cooTBeTcTBUM ¢ TpeOOBaHUAMHU
[TocranoBnenus IlpaButensctBa PO ot 01.11.2012 Nell119 «OO6 yrBepkaeHun TpeOoBaHMMA
K 3allliTe NEepCOHAJbHBIX JaHHBIX MNpU HUX 00paboTKe B HH(OPMALMOHHBIX CHCTEMax
NEPCOHAIBHBIX JaHHBIX», U OIIpesieeHue Kiacca 3amuimenHocty At UCIIn;

- NPUMEHEHUEM OpraHu3allMOHHBIX W TEXHMYECKUX Mep 10 OOEeCHeueHuto
0€30IIaCHOCTH TMEePCOHATIBHBIX MaHHbIX Hpu uX oOpabdotke B MCIIIH, HEOOXOOUMBIX IS
BBIIOJIHEHUST TpeOOBaHMM K 3alMTe MEPCOHAJBHBIX JIAHHBIX, HWCIOJIHEHHE KOTOPBIX
oOecrnieunBaeT BEIOpAaHHBIE YPOBHU 3alIUIIIEHHOCTH MEPCOHATBHBIX TAHHBIX;

- IPUMEHEHUEM MPOLIEAIINX B YCTAaHOBJIEHHOM IOPSIKE MPOLEAYPY OLEHKH
COOTBETCTBUS CPECTB 3aIUTHI HHYOpMAIIHH;

- OLIEHKON 3¢ (EKTUBHOCTH NPUHUMAEMbIX Mep IO OOecreyeHHIo 0e30MacHOCTH
NEPCOHAIBHBIX JaHHBIX 10 BBoJA B 3kcrutyarauuto MCII/1H;

—  y4eTOM MAalllMHHBIX HOCHUTEJEH NMepCOHAIbHBIX TAaHHBIX;

- obnapyxennem ¢aktoB HCJl x mepcoHaTbHBIM JaHHBIM U PUHATHEM MEP;
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- BOCCTaHOBJICHHEM MEePCOHAIBHBIX JTaHHBIX, MOIU(DHUITMPOBAHHBIX 50)071
yHUUYTOXEHHBIX Besienctsue HCJ k Hum;

- YCTaHOBJICHHEM TPABUJI JOCTyNa K TEPCOHAIBHBIM JaHHBIM, 00pabaThIBA€MBIM
B MCII/[IH, a Takxe oOecrmeyeHHMEM pETUCTPAllMd W ydeTa BCeX JACHUCTBHM, COBEpIIacMbIX
¢ nnepcoHanbHbIMU HaHHbIMU B UCII/IH;

- KOHTPOJIEeM 32 MPHHUMAaEMBIMH MepaMH 10 O00eCleYeHHI0 Oe30MacHOCTH
MEePCOHANIbHBIX TaHHBIX U ypoBHs 3autuiieHHoctu UCIx.

5.3.6 PadotHuku OV 1M0JDKHBI OBITH O3HAKOMJICHBI IOJ POCIHCH ¢ JoKkymMeHTamu OV,
YCTaHABIMBAIOIMIUMHU TOPSIOK O0OpabOTKM TMEPCOHANBHBIX JIaHHBIX, a TaKkKe 00 MX IMpaBax,
0053aHHOCTAX K OTBETCTBEHHOCTH.

6 OcHoOBHBbIE TPeOOBaHUA K Npoleccam odecnedyeHusi ”HPOPMAITHOHHOM
0€e30MacHOCTH

6.1 O0mue noJ10KeHus

Metoauueckoe pYyKOBOJCTBO, pa3pabOTKy KOHKPETHBIX TpeOOBaHMI MO 3alluTe
uH(pOpMaLnK, COTIACOBaHUE BbIOOPA CPEICTB BBIUYUCIUTEIBHON TEXHUKHU U CBSA3H, TEXHUUECKUX
U TPOrPaMMHBIX CPEJICTB 3alllUThl, OPraHU3alui0 pabOT MO BBIABICHUIO BO3MOXHOCTEH
U TNpeAyNpeKICHUI0 YTEYKHM U HApyLIEeHUs LEJOCTHOCTH 3aluilaeMol uH(popManuu
OCYILECTBIISIOT KOMIIETEHTHbIE Iojipa3enenus OY.

6.2 ®usnyeckasi 6€30NaCHOCTb U 0€30MaCHOCTH HA paboyeM MecTe

6.2.1 Cucrema 3amuthl 31aHUi U nomenieHUd OV, 0ObEKTOB M TEXHHYECKHUX CPEICTB
nHpopmanmoHHbIX cucteM OV o00ecreunBaeT BHIMOTHEHUE CIEYIOMUX (YHKIIAN:

—  pasrpaHudeHue Joctyna paOoTHHKOB B momelieHuss OY B COOTBETCTBUH € HX
MOJTHOMOYMSMU U (PYHKIIMOHAIBHBIMH 00513aHHOCTSAMU;

—  peructpanuio (HakToB BXoJa pabOTHUKOB B TIOMEIIECHUS C MOBHIIICHHBIMU

- TpeOOBaHUSAMU K PEKUMY UX MOCELIEHUS (CEpBEPHBIE TOMEILEHNUS, ApXUBBI U T.J1.);

—  peructpanuio (pakToB BX0Ja IIOCTOPOHHUX JIHUII B 31aHus OV

- NPEIOTBPALICHHE [OCTyla IOCTOPOHHUX JIMI B IIOMELIEHMS, I/I€ Pa3MEILEHBI
anrmapaTHble U CeTeBbIe peCcypchbl HH(POPMAIIMOHHBIX CUCTEM;

- pa3peluTenbHBI  pEeXUM  BHOCA/BbIHOCA  (BBO3a/BbIBO3a)  KOMIIBIOTEPHOIO
000py/i0BaHus, CPEACTB 3aIIUCH U XpaHEHUsI HHPOpMAIIH.

6.2.2 Onpenensiercs nepedeHb TEXHUYECKUX CPEJICTB, HAXOASIIUXCS B CIIEUAIBHBIX
KOHTPOJIUPYEMBIX 30HaX.

6.23 K TexHHYECKMM CpeICTBaM, KOTOpbIE BBIIENAIOTCA B  CIIELUAIbHBIC
KOHTPOJIMPYEMBbIE 30HbI HEOOXOAMMO OTHECTH CIIEAYIOIIUE TPYIIIbI PECYPCOB:

- OCHOBHBIE MH(OPMAIIOHHBIE CEPBEpPHl U CPEACTBA BBIYMCIUTEIBHON TEXHHMKH, Ha
KOTOPBIX  OCyLIecTBIsieTcs 0o0paboTka M XpaHeHHe HMH(OpManmuu  OrPaHUYEHHOTO
pacnpoCTpaHeHus;

- ceTeBoe 000pyI0OBaHHE U CepBEPHI, 0O0ecTIeUnBarOIINe pabOTy KPUTUYECKUX CUCTEM;

- (aiinoBble cepBephl, HA KOTOPBIX XPaHATCS JaHHbIE, B TOM YHCIIE PE3EPBHBIE;

- KpUTHYHBIE Ui feaTenbHocTH OV cucTeMbl U KOMMYHHMKAIIMOHHOE 000py10BaHuUE,
oOecrieunBarolee BHeIIHINE KoMMYyHUKauu OY.

6.2.4 KoHTponupyemble 30HBI 3aIIUINAIOTCS COOTBETCTBYIOIIUMH CHCTEMaMH KOHTPOJIS
U YIpaBJEeHUs JOCTYIIOM, 00ecrieunBas JOCTYI TOJIBKO aBTOPU30BAHHOMY MIEPCOHATY.

6.2.5 Jloctyn B KOHTpOJIMpYEMbIE 30HBI CTOPOHHHUX JIMI[ WM TPEACTABUTENECH APYrux
OpraHu3aIii BO3MOXKEH TOJIBKO B COIPOBOXIEHUH YIIOJIHOMOYEHHOTo paboTHrKa OV,

6.2.6 Pa3memienne W OKcIUTyaTtanusi pa0OYMX CTaHIMH, CEpBEPOB U  CETEBOTO
o0opynoBanusi OV ocyIlecTBIs€TCS B MOMEIICHUAX, 00OPYIOBAaHHBIX 3aMKaMH, CpPeICTBAMH
CUTHAJIM3aLuU
U (IIp1 HEOOXOAMMOCTH ) MOCTOSIHHO HAXOASAIIMXCS 11O OXPAHOM MM HaOJII0AEHUEM.
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6.2.7 Pa3MerneHne TEXHMYECKHX CPEACTB BBIBOJA M OTOOpakeHHs HWH(pOpMaIHUu
B mnomemeHusXx OY Tpou3BOMUTCS C YYETOM HCKIIOUEHHS BO3MOXXHOCTH BH3YaJIbHOTO
npocMoTpa MH(POPMAIMK MOCTOPOHHUMH JIUIIAMU M MEPCOHAJIOM, HE JONYUICHHBIM K pabore
C TaHHOW MH(OPMAIIHECH.

6.2.8 Pabornuku OY Ha MOMEHT CBOEro OTCYTCTBUS Ha pabodyeM MecTe OO0s3aHbI
UCKJTFOUYUTh BO3MOXKHOCTh HalM4yusi Ha pabodeM CTole JOKYMEHTOB WJIM HOCHTEJCH
C 3aIuIaeMon nHpopmanuen.

6.2.9 TexHuueckue cpeacTBa U 000PyIOBaHHUE TOJDKHBI Pa3MEIIAThCS U XPAHUTBCS TaKUM
o0pa3oM, YTOOBI  COKpaTHTh BO3MOXHBIH pPHUCK €r0 TOBPSKICHHUS U Yrpo3bl
HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

6.2.10 Ilomemenus OY AomKHBI OBITH OOOPYAOBaHBI JETEKTOPAMU OTHSA M JbIMAa,
OTHETYIIUTEIISIMU, CUCTEMaMH KOHJIUIIMOHUPOBAHHS BO3/yXa, CPEIACTBAMU OXPaHHO-TIOKAPHOM
CUTHAJIA3ALINY.

6.2.11 OcHoBHOE TexHHUYecKoe obopynoBanue OY AOMKHO OBITH 3alIUIICHO OT MepedoeB
B 10/1a4y€ BJIEKTPOIHEPTUU IYTEM MOAKIIOUEHHS K DJIEKTPOCETH C MPUMEHEHHEM HCTOYHHMKOB
OecniepeboiiHoro nutanus. VcTouHMKH OecriepeOOMHOr0 MHUTaHUS HEOOXOIUMO PETYIISIPHO
TECTHUPOBAaTh ¥  TPOBEPATH  YINOJIHOMOYEHHBIM paboTtHHKaM OY B COOTBETCTBUU
C PEKOMEHIAIUSIMHU TPOU3BOTUTEIIS.

6.2.12 Tlomp30BaTenu MOPTATHBHBIX TEXHUYECKHX CPEICTB HE JOJDKHBI OCTaBIATH
TEXHUYECKOE 000pyIOBaHKE U HOCUTEIH HH(POpMAIIUU 0€3 TPUCMOTpa.

6.2.13 IlopraTuBHBIE TEXHHYECKHE CPEICTBA HE JOJDKHBI OCTAaBAaThCSA 3a TpeAeiIaMu
KOHTpOJIHpyeMoii 30HbI OY J10JIbIIIe, YeM TOTO TPeOyeT ciiy)keOHas He0OOXOAUMMOCTb, €CIIM HHOE
HE ompeneneHo pykoBoacTBoMm OV,

6.3 be3onacHocTh npu padoTe ¢ HOCUTEJISIMH HHPOPMALMHT

6.3.1 B OV nomxHbl coOmoaatbes Mepbl 1Mo Oe3omnacHoil paboTe ¢ 3JIEKTPOHHBIMU
HOCUTEIISIMH MH(POPMALMU C UENbI0O KOHTPOJIS WX HCIOJNB30BAaHUS, IS TPEIOTBPALICHUS
HECAaHKI[MOHHPOBAHHOTO KOMMPOBAHUS W pas3IiIallleHUs 3allMIIaeMoil WHQOpMaIuy, BHECEHUS
U3MEHCHUH WJIM YHUYTOXXEHHS YKa3aHHOW HWH(OpManuuy, a Takke BHECCHHS HM3MECHEHUI B
paboTy nHGOPMALIMOHHBIX CUCTEM.

6.3.2 PabotHukum OY [NOMKHBI HWCHOJB30BATh AJIEKTPOHHBIE HOCHUTENW HWH(GOpPMAIHN
TOJIbKO Il BBINIOJHEHUSI CBOMX CIYXeOHBIX o00s3aHHOCTeH. Vcrmoib30BaHUE 3IIEKTPOHHBIX
Hocutesnel nadopmannu B OY B MHBIX LIENSAX CTPOrO 3aMperieHo.

6.3.3 DnexTpoHHble HOcUTENM HHGpopManuu B OV 10MKHBI OBITh YYTEHBI IyTEM
NPUCBOCHUS KaXXIOMY HOCHTEIIO HHBEHTapU3aIMOHHOTO HOMEpa U Ha3HAYCHHUS BJIaJIENbIIA.

6.3.4 DnekTpoHHBIE HOCHTEIM HHGOPMAIMM JOJKHBI XPAaHUTbCS B IOMEIICHUSX,
uckiovaromux noixydenne Kk Hum HCJI, mpu 3ToM 10KeH ObITh 00ecredeH KOHTPOJb TOCTYIIa
K HOCUTEJIISIM.

6.3.5 Jlns KOHTpOJST MPOIECCOB MCIOIB30BAHUS W XPAHEHHs DIIEKTPOHHBIX HOCHTEJEH
UH(OPMALIH T0JKEH ObITh pa3padoTaH MOPSAIOK IIIAHOBOW MHBEHTAPU3aLMU HOCUTENEH.

6.3.6 B cirydae kpaxxu WIH MIOTEPH SJEKTPOHHBIX HOCHTEJICH MHPOPMAITUH, a TAK)KE UHBIX
UHIIUJICHTOB, KOTOPbIE MOTYT MPHUBECTH K pas3rialleHHIo 3alluiiaeMoil MH(OpMaIiH, JOKHBI
MIPOBOIUTHCS MEPOTIPUSTHS IO PACCIIECIOBAHUIO YKa3aHHBIX UHIIMICHTOB.

6.3.7 Ilpu CHATHM >IEKTPOHHOTO HOCUTEINS MH(OpPMAIMK C 3KCIUTyaTallud, BCE JaHHBIE,
XpaHsIIMecs Ha HeM, JOJDKHBI OBITh TapaHTHPOBAHHO CTEPTHI.

6.3.8 Ilpu yruiM3anuu SJEKTPOHHBIX HOCUTENEeH WHPOpMAlMKU JIOJKHA OBITh
o0ecriedyeHa HEBO3MO)KHOCTh BOCCTAHOBJICHHS 3aITMCAHHON HAa HUX HH(OPMAIUH.

6.3.9 @akr yHHUTOXKEHHS HMHPOPMAMM U YTWIM3ALUMU HOCUTENS HH(pOpMAIUU
(UKCUpPYETCs] B COOTBETCTBHH C IMOPSIKOM, YCTAaHOBJICHHBIM B OV,
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6.4 TexHuueckoe 00cIy:KMBaHNE 000PYA0BAHUS

6.4.1 Texunueckue cpeacTBa Bcex cucteM OV HOKHBI MPOXOIUTH HA PETYJISIPHON OCHOBE
CepBUCHOE  OOCITY)XKMBaHHE€ B COOTBETCTBHM C PEKOMEHIAIMSIMHU  IMPOU3BOJHUTEICH
00opyToBaHuUs.

6.4.2 PeMOHT U cepBHCHOE 00CITyKMBaHHUE 00OPYAOBAaHUS OJHKHBI BBIIOIHATHCS TOJBKO
KBAJIM(HULIUPOBAHHBIM IIEPCOHAJIOM.

6.4.3 Texauueckoe o0CITy>KUBaHHE 000PYAOBAHHS M CUCTEM CTOPOHHUMH OpraHU3alUsIMU
HE JIOJDKHO NMPUBOJUTH K PUCKY HApYIIEHUS KOH(PUICHIIMATBHOCTHU 3aIlUIAeMO HHPOpMALIUH.

6.5 B3aumopeiicTBHe ¢ TPeTbUMM JIMLAMHU

B memsax o6Gecnedenus wuHbopmanmoHHoW Oe3omacHocTh OY mpw B3aMMOJIEHCTBHH
C TPETbUMHU JIMIIAMH JIOJDKHBI BBITTOJIHATHCS CIIETYIOIINE MEPOIPUSATHS:

—  3aKIII0YEHHUE COIJIallleHHs O Hepas3IlalleHUH KOH(pUACHIMANbHON nH(pOopMaLnu;

—  KOHTpOJb 32 JEHCTBUSMH TPETHUX JIHII;

— B JIOTOBOpax C TPETBUMH JHMIIAMHU TpeaycMmarpuBarh mpaBo OY Ha mpoBeneHue
ayauTa odecrieyeHus 0e30MacCHOCTH TOM HH(POpPMAaLUU, KOTOpast IepeJaeTcs TPEThIM JIHIIAM.

6.6 YnpaBieHue :KN3HEHHbIM HUKJIOM HH()POPMALHOHHBIX CHCTEM

6.6.1 MeponpusiTisi 1O YNPABJICHUIO >KU3HEHHBIM IIMKJIOM aBTOMAaTH3MPOBAHHBIX
MH(POPMALIMOHHBIX CHUCTEM [OJDKHBI OBITh HampaBlieHbl Ha oOecneueHue HH()OPMaLMOHHON
0€30MacHOCTH NpU BBOAE B JEWUCTBUE, AIKCIUTyaTallUM, CONPOBOXKICHUU M MOJEPHU3ALNH,
BBIBOJIA U3 HKCIUTyaTallMl UH(OPMAIIMOHHBIX CUCTEM, AaBTOMATU3UPYIOLIMX AeATeIbHOCTE OV,

6.6.2 OcHOBO# TIpH BEIOOPE WITH pa3padOTKe HH(DOPMAIMOHHBIX CHCTEM JOJDKHBI SBIISTHCS
TEXHUYECKHUE 3a/JaHus, cojepxamue TpeOoBaHus HH(OpMAIMOHHONW O0e30MacHOCTH  JUIs
UH(POPMALIMOHHBIX CHCTEM.

6.6.3 JloOoe muiaHupyeMoe K BHEAPEHUIO H3MEHEHHE WH(OPMALMOHHOW CHCTEMBI
IpeBapUTEIFHO JOJDKHO OBITh IPOTECTUPOBAHO HA COBMECTHMOCTh M OTCYTCTBHE HApyIICHHUN
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB.

6.6.4 PaGoThI 110 MOIEPHH3ALINY aBTOMATH3UPOBAHHOW WH(POPMALIMOHHON CUCTEMBI, B TOM
Yuciae 0 YCTAaHOBKE IPOrpaMMHOr0 obOecredyeHuss M OOHOBJIEHHH, JOJKHBI MPOBOJUTHCS
B Hepabouee BpeMsl Ui BpeMsl HauMEHbIeH paboueil Harpy3KH.

6.6.5 Ilpu BbIBOJE W3 3KCIUTyaTallud aBTOMATU3UPOBAHHBIX MH(POPMALMOHHBIX CUCTEM
JIOJDKHO OOecTieunBaThCsl TapaHTUPOBAHHOE ynaleHue oOpabaThiBaeMOW M XpaHMMOH B HUX
UHPOPMALIUK C MCIIOJIb30BAaHUEM CHEIMAIM3UPOBAHHBIX MPOTPAMMHBIX CPEACTB WIM IyTEM
(GU3NYECKOTr0 YHUUTOXKEHHSI HOCUTeNelH HHPOpMaIuu.

6.6.6 Bce mpouenypsl obecnieueHust WHGOPMALMOHHON O€30MaCHOCTH, YCTaHOBJIEHHBIE
B OY B oTHOmeHNH HWH()OPMAITMOHHBIX CHUCTEM, JIOJKHBI BBIIOJHATHCS M KOHTPOJIHPOBATHCS
OTBETCTBEHHBIMHU 32 HHPOPMAIIMOHHYIO O€30MaCHOCTh JIUIAMH.

6.7 AHTHBUpYCHasI 3a1IUTA

6.7.1 B nensx npeaynpexeHus, oOOHapyXeHHsS U YCTPaHEHUs] BPEIOHOCHBIX MPOTrpaMM
B OV Ha NOCTOSIHHOI OCHOBE JIOJIKHBI UCIIOJIb30BAaTHCS CPEJCTBA AHTUBUPYCHOM 3aIUTHI.

6.7.2 OO0s3aTenbHOMY aHTUBUPYCHOMY KOHTPOJIO JOJDKHA MOAJeXaTh Jrodas
uH(popManus (TeKCToBble (ailyibl M0O0BIX (HOpMaTOB, (Qailfibl TaHHBIX, UCIOIHIEMbIE (ailiibl),
nojy4yaemas
U TiepeaBaeMas 10 TEJIeKOMMYHHUKAIIMOHHBIM KaHallaM, a Takke WH(pOpMaIus, XpaHuMasi Ha
MOJKIIIOYaeMbIX Ch€MHBIX HOCUTENSX, IPU HETTOCPEICTBEHHOM O0paIlleH!H K Hel.

6.7.3 IIpu ycTaHOBKE POTrpaMMHOTO 00ECTIEYeHHS Ha CepBEPhl HH)OPMAITMOHHBIX CUCTEM
OVY unu ux OOHOBJIEHUM JIOJDKHA aBTOMATHYECKU BBINOJIHATHCSA MpeBapuTeNbHas MpOBEpKa
JAHHOTO MPOTPaMMHOIO OOEecHedYeHHs Ha OTCYTCTBHE BpPEJOHOCHOTO IPOTrPaMMHOIO
o0ecrieyeHusl.

6.7.4 CurnarypHsie 0a3bl BPEIOHOCHOTO MPOTPaMMHOTO OOECIEYCHUsI W aHTHBUPYCHBIC
CpeZCTBa 3aIIUTHI JOJDKHBI PETYISIPHO OOHOBIISATHCS.

6.7.5 Tlomp3oBarenn wHGOpMANHOHHBIX cucteM OY He JODKHBI MMETh BO3MOXHOCTH
MOJYYEHHUs JOCTyNa K KOH(UTYpAIlMH aHTUBUPYCHOTO CPEJCTBA 3AUThI UM €r0 OTKIIOYEHHUS.
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6.7.6 B OY HeoOX0oauMO OIpenenuTh Npoueaypy st oOpabOTKHM M BOCCTaHOBJICHHUS
MH(GUIUPOBAHHBIX JAHHBIX U OTCIC)KUBAHHE HCTOYHUKA 3apaKCHUS.

6.8 Kontpoab 1octyna k nHGOpMALIHOHHBIM CHCTEMAM

6.8.1 Bce pabornuku OV, pomymieHHble K padoTe ¢ WH()OPMAIMOHHBIMH CHCTEMaMU
HECYT MEpPCOHAIBHYIO OTBETCTBEHHOCTh 33 HApPYLICHHS YCTAaHOBJIEHHOTO MOpsAIKa 00paboTKU
uH(pOpMallMK, TpaBUJl XPAHEHHs, WCIIOJIb30BAHUA U Iepeladd, HaXONAIMXCA B HX
pacropsKEHNUH 3aIIUIIAEMBIX PECYpPCOB CHCTEMBI.

6.8.2 YpoBeHb NOJHOMOYMI MOJb30BaTels B MH(popManuoHHOW cucteme OV momkeH
OTIPENeNATHCS B COOTBETCTBUHU C €r0 JIOJDKHOCTHBIMH OOS3aHHOCTSMHU U TPOU3BOJCTBEHHOU
HEO00XOINUMOCTBIO.

6.8.3 J[octynm monb3oBateneii k  uH(popManmMOHHBIM cucremMam OV  moimKeH
KOHTPOJIMPOBATHCS aIMUHUCTPATOPOM CHCTEMBI.

6.8.4 OcymiecTBieHHE PETYISIPHOTO KOHTPOJIS BBIMOJTHCHHUS TIOMUTHK W WHBIX
JOKYMEHTOB, KacalolUXCsl perjiaMeHTaluu Jomycka padoTHukoB OY K HHYOpPMALHOHHBIM
cHCTEMaM.

6.9 UnenTudukanus v ayreHTHPUKATUS

6.9.1 loctyn momp3oBareneid K WHGOOPMAIIMOHHBIM CUCTEMaM JOJDKEH IMPEIOCTaBISThCS
TOJIBKO TOCJI€ YCIEUIHOTO 3aBepIICHUs MpoUeAyp HACHTU(UKALNY, ayTeHTU(UKAUN
¥ aBTOPU3ALINH.

6.9.2 Ilony4yenue monab30BaTENIeM UMEHH B CUCTEME U MapOJIbHON MH(pOpMaIUU, KOTOpPhIE
00eCTIeYnBarOT JIOCTYIl IOJB30BATENs K pPecypcaM CHCTEMBI, JOJDKHO OCYIIECTBIATHCS IO
MPEJICTABICHUIO PYKOBOIUTENIEH CTPYKTYPHBIX HOApa3AeIeHUI.

6.10 Be3onacHocTh MapoJst

6.10.1 C nuenpto oOecriedeHHs] 3alUTBl OT HECAHKIIMOHUPOBAHHOTO JOCTYyIa
K UWHQPOPMAIMOHHBIM CHCTEMaM YCTAaHABJIMBAIOTCS TpPeOOBaHUS K BBIOOPY NapOJILHOU
uH(popMalnu, 00eCIeUnBaIOIIUE TO0CTATOYHYIO CTENEHb CTOMKOCTH MapOIei.

6.10.2 JIns oGecrieueHus: KOHGUICHIMATLHOCTA NAPOIHHON MH()OPMAIIUU TTOJIE30BATEIIO
3alpellaeTcss XpaHuTh 3HAYCHHs] CBOMX Mapojeil Ha OyMaKHOM HOCUTENE B OTKPBITOM BHJIE
U B CBOOOJIHOM JIOCTYIIE.

6.10.3 [y obecnievueHuss KOH(DUICHIIMATLHOCTH APOIbHON HHGOPMAIIMH TT0JIb30BaTEIISIM
3arpenaeTcs nepeaBaTh 3HAYCHUSI CBOMX MApOJIeH TPETHUM JIHIIAM.

6.10.4 TIpu BBOZE MaposIst MOJIB30BATENEM Ul A0CTyNa K MH(opMamoHHOH cucteme OY
JOJDKHO HWCKJTFOYAThCS OTOOpaKeHWE TMapoibHOM WHGOpMAMM Ha HKpaHe MOHUTOpa B
OTKPBITOM BHJIE.

6.10.5 Ilpouenypa cMeHBI MapoJbHOW WHPOpPMAIUK B WHPOPMAMOHHBIX cucTeMax OY
JIOJI’KHA TPOBOUTHCS HA PETYISIPHON OCHOBE.

6.11 PerucTpauus co0bITHI

OcylecTBiIeHHe PETUCTpallid  COOBITUH  0e30macHOCTM Ha BCEX  KOMITIOHEHTax
uH(popMalmoHHbIX cucteM OV, B KOTOphIX 0OpalaThiBaeTcs, XpaHUTCA WIM MO CpelCTBaM
KOTOPBIX TMepeaaeTcs 3amuiaeMas nHQopMaIus.

6.12 Ucnoab3oBanue CK3U

6.12.1 Pemenne 00 wucnonszoBanun CK3UM B wuHTepecax 3amuThl COOCTBEHHBIX
WHPOPMALIMOHHBIX ~ PECYpCOB  MpPHHUMAeTcs  pykoBoactBoM OV B COOTBETCTBHH
¢ 3aKkoHozaTenbCcTBOM Poccuiickon denepannu.

6.12.2 Ilpu sxcruryararu CK3U u xirroueBoii nHGopManun Bee cOTpyaHUKHA OV TOHKHEI
BBHITIOJHATH TPEOOBaHUS HOPMATUBHBIX MPABOBBIX aKTOB, W3/1aBaeMbIX (elepalbHBIM OPraHOM
WCIIOTHUTENIbHOW BJIacCTU B o0jacTu obecreueHust Oe3omacHOCTH, JoKyMeHToB OV 1o
obecrieueHnto  OezomacHoctu  ucmonb3oBanus CK3M, a Takke  OKCIUTyaTallMOHHOU
nokymenTanuu npoussoautesst CK3U.
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6.13 BesonacHocTh MH(POPMALMOHHOM ceTH

6.13.1 VYcraHoBieHHME  HAJICKAIIETO  KOHTPOJS B  OTHOIICHWH  JIOKAJIHHOU
BBIUUCIUTENIFHOW CETH W BCEX BHEIIHUX WH(POPMALMOHHBIX KOMMyHUKaiuii OV s
obecrieueHus 3aUThl JaHHBIX U 3aUThl HHGopManuoHHbIX cucteM OY or HC/I.

6.13.2 JlomkHbI OBITH ONpPENETCHBI e UCIONb30BaHus ceTu MHTepHeT u TpeGoBaHuUs
K Tpoleaype HCIoNb30oBaHus pecypcoB cetu MurepHer. Mcmonb3zoBanue cetu HuTepHer
pabOTHUKOB B JIMYHBIX LEJSX JOJDKHO OBITH CTPOTO 3alpeIeHo.

6.13.3 Jloctym k wuH(}pOpPMAIMOHHBIM CepBHUCAM CETH VIHTEpHET NpenoCTaBIsSETCS
pabotHukaM OY TOJIBKO B clly4ae MPOU3BOJICTBEHHOW HEOOXOAUMOCTH.

6.13.4 TlogkmroueHnne K ceth VHTEpHET MJOMKHO OCYIIECTBIATHCA TOJBKO TpHU
OpraHu3aliy 3allUThl COCIUHEHHS MyTEeM YCTaHOBKM MD W CHeNUalbHBIX MPOrpPaMMHBIX
CPEICTB 3aIIUTHI.

6.13.5 Pa3pemmrenbHble TMONMUTUKK JocTyna B VHTEpHET MOJDKHBI TEXHUYECKU
pea30BbIBATHCS CIIELIMATN3UPOBAHHBIM POTPAMMHBIM 00ECIICUEHUEM.

6.13.6 KonTpons wucmonb30BaHusl pabOTHUKAMHU pecypcoB ceTh VIHTEpHeT J0JDKeH
OCYIIECTBIISTHCS YIIOJTHOMOUYEHHBIMH PAOOTHUKAMU Ha MOCTOSHHOI OCHOBE.

6.14 Ucnop30BaHHe KOPNMOPATHBHOM 3JIEKTPOHHON MOYTHI

6.14.1 Cuctema KOpPHOpPATHUBHOM SJEKTPOHHOW MOUTHI JOJKHA MCIONb30BaThcs B OV
C LIENBI0 OpraHM3aluu 0OMeHa AJIEKTPOHHBIMU COOOIICHUSIMH MEXIY paOOTHHKAMH, a TaKkKe
Mexay pabotHukamu OY U BHEIIHUMU aOOHEHTaMH.

6.14.2 B OY nomkHBI OBITH YE€TKO ONpEAeTeHb TPEOOBaHHUS K MCIOIB30BAHUIO CHCTEMBI
KOPIIOPATUBHOM 3JIEKTPOHHOM MOYTHI.

6.14.3 TIlpemocraBieHne W TpEKpalleHHE JOCTyla K pecypcaM KOpPHOPAaTHBHON
AIEKTPOHHOU MOUTHI JOJHKHO OCYIIECTBISATHCS TOJIBKO HA OCHOBE O(OPMIICHHOM 3asBKH.

6.14.4 B OY nomkHO OBITh YCTAaHOBIICHO CIEIMAIBHOE IMPOTPaMMHOE OOCCIICUCHHE,
OCYIIECTBISIIONIEE KOHTPOJIb BCEX BXOISIIMX COOOIIEHWH HA HAIUYUE BPEIOHOCHOTO
IPOrPaMMHOTO O0ECTICUCHUSI.

6.14.5 B OV nomxHBI OBITh MPEAYCMOTPEHBI MEXAHU3MbI apXUBUPOBAHUS U PE3EPBHOTO
KOTIMPOBAHUS KOPIIOPATUBHOM AJIEKTPOHHOMN TMOYTHI B aBTOMAaTHUECKOM PEKUME.

6.15 Pe3epBHOE KONMUPOBAHUE H BOCCTAHOBJIEHHE JAHHBIX

6.15.1 OcymiecTBiIeHUE PE3EPBHOTO KOMTUPOBAHUS IS

—  (ailIoBBIX CEPBEPOB U CEPBEPOB MPHIIOKEHHUM, KPUTUUHBIX AJs iesiTenbHOCTH OV

—  OMEpaIMOHHBIX CUCTEM (DaiIOBBIX CEPBEPOB U MPUKIATHBIX IPOTPaMM;

—  TIPWIOKEHUH, KpUTUYHBIX 151 AesTensHocT OV

—  pabouux JaHHBIX.

6.15.2 YactoTa M peKUM PE3EPBHOTO KOMMPOBAHMS YCTAHABIMBAIOTCS TaKUM 00pa3oM,
4T0O0BI 00€CTIeUNTh MUHUMAIIbHYIO IOTEPIO JAaHHBIX U JIOYCTUMOE BPEMs BOCCTAaHOBJICHHUS.

6.15.3 Pe3zepBHOE KONMpPOBAaHWE U BOCCTAHOBJICHHE PECYPCOB MHPOPMAIMOHHBIX CHUCTEM
OV nomKHBI TPOBOIUTH YIIOJTHOMOYEHHbIE paboTHUKH OY.

6.15.4 Pe3epBHOE KONHMPOBAHWE JIOJKHO OCYHIECTBISTHCS B aBTOMATHYECKOM PEXKHME
C IPUMEHEHHUEM CHEIUATU3UPOBAHHOTO NTPOIPAMMHO-AINIAPATHOTO KOMILJIEKCa.

7 OcHOBHBIE TPeOOBAHMA K IpoLECCaM YNIPABJIeHUsI HH(POPMALIHOHHOM
0€301aCHOCTHI0

7.1 YnpaBienue puckamMmu

7.1.1 Be16op TpeboBanuii o nH(HOPMAIIMOHHON 0€30MaCHOCTH U 3alIUTHBIX MEXaHHU3MOB,
NPUMEHSEMBIX B CHCTeMe WH(GOPMAIMOHHON O€30MacHOCTH, JIOJDKEH OCHOBBIBATHCS Ha
NPOBE/ICHUN aHajM3a PUCKOB HAPYIIEHUS OCHOBHBIX CBOMCTB Oe€30macHOCTH i Hauboiee
KPUTHYHBIX HH(OPMaLUOHHBIX pecypcoB OVY.
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7.1.2 OCHOBOI1 OIICHKH PHCKOB JOJIKHA OBITh OIlEHKA YCIOBUU H (DaKTOPOB, KOTOpHIE
MOTYT CTaTh NPUYMHON HApYyIIEHUS CBOMCTB ILEJOCTHOCTH, KOHQUACHIMAIBHOCTH U
JOCTYITHOCTH JIJIsl pecypcoB nHGopMamoHHoi cucremsr OY.

7.1.3 Pe3ynbraToM TMpOBEIEHUS aHalM3a PHUCKOB [JOJKEH OBIThb KOMIUIEKC Mep,
HaNpaBJICHHBIX Ha CHUKEHUE BO3MOXXHOTO HETATHMBHOTO BJIMSHUS Ha OCHOBHYIO JIEATEIBHOCTH
OV mnpu peanu3anid TOW WM WHOM YIrpo3bl W 0OECIEUMBAIONIUX JIOCTATOYHBIA YpPOBEHBb
3alUIIEHHOCTH HH(POpMaMOHHBIX cucteM OVY.

7.2 YnpaBjieHre HHIHAEHTAMH HH()POPMALMOHHOMH 0e30MacHOCTH

7.2.1 Jlns obGecnieyenus 3((HEKTUBHOTO paszpemeHuss HHIUIACHTOB HH(POPMAIMOHHON
6e3omacHoctd B OY, MUHUMH3AINH [TOTEPh U YMEHBIICHUS PUCKA BOSHUKHOBEHHS TOBTOPHBIX
UHIUJIEHTOB  JIOJDKHO  OCYHIECTBIATHCS ~ 3((EKTUBHOE  yIpaBlieHHE  WHIUACHTaMHU
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

7.2.2 Jlns ynpaBlieHUs WHUOUJACHTaAMH HH()OpPMAIMOHHONW 0€30MmacHOCTH JOHKHA OBITh
CO3/1aHa CUCTEeMa ydeTa IMPOU3OLICIIINX MHIMIEHTOB, KOTOpas MpPeCTaBIsIeT COO0M KOMILIEKC
CPEICTB U MEPONIPHUATHH 175t cOOpa M KOHCOMUAANNUY HHPOPMAIIUU 00 MHIIHICHTAX.

7.2.3 B OTHOIIEHMM Ka)KJOTO MPOU3OILICAIIEIO WHIMACHTA JOJKEH BBIMOIHATHCS €ro
aHau3 ¥ pa3padoTka F3PPEKTUBHBIX MEP PearnpoBaHus Ha JAHHBIN WHIMICHT.

7.3 MOHUTOPHMHTI TeKylIero ypoBHs HHGOPMALMOHHOI 6e30MacHOCTH

7.3.1 Jlns obecniedeHus1 BBICOKOTO YPOBHSI KOHTPOJISI B OTHOIIEHUHM CHCTEMBI 00ECTICUCHHUS
uHpopManmoHHo Oe3omacHocty B OY Ha TMOCTOSHHOM OCHOBE JIOJDKEH MPOBOJUTHCS
KOMIUIEKCHBI aHAJIN3 CYIIECTBYIOIIMX 3alIMTHBIX MEXaHW3MOB M BO3HUKAIOUIMX HWHIUICHTOB
nH(GOPMaLIMOHHON 0€30MaCHOCTH, a TaKKe MEePUOANUECKUN ayIUT BCEl cUCTeMbI 0OecreueHHs
MH(}OPMaLlMOHHON O€3011aCHOCTH.

7.3.2 ITlporecc MOHUTOPHHIAa CHCTEMbl OOecTeueHHS WH(OPMAIMOHHOW 0e30MmacHOCTH
JIOJDKEH BKITIOYATH B €05 KOHTPOJIb OPTaHU3AMOHHBIX U TEXHUYECKHUX 3alIMTHBIX MEp, aHAIIN3
napaMeTpoB KOH(UTypaluu U HACTPOUKH 3aIIUTHBIX MEXaHU3MOB.

7.3.3 llpm mpoBeACHWH KOHTPOJBHBIX MEPOIPHUATHH, CBS3aHHBIX C  OLEHKOW
GbyHKIIMOHUpOBaHUS 3alUTHBIX Mep B OV, yHoJTHOMOYEHHbIE pPAOOTHUKU  JOJIKHBI
NPUIEPKUBATHCS CIEAYIOMINX IPHHIIUATIOB:

— He HapymaTh GyHKIIMOHUPOBaHUE TeKylleh AestensHoctu OV

— JeHCTBOBaTh B  COOTBETCTBMM C BHYTPEHHMMH JokymMeHTamu OV 1o
nH(pOpMaIMOHHOM 0€30MaCHOCTH;

— HE CKpbIBaTh (aKkThl BBIBIEHHBIX WHIMJICHTOB W HapylIeHUH TpeOoBaHUt
UH(POPMALIMOHHOM 6€30MacHOCTH;

—  0hOpMIIATH OTYETHI, TOATBEPIKAAOIINE BHIITOJHEHIE MEPOTIPUATHI 110 00ECTICUSCHHIO
MH(}OpPMallMOHHON 0€3011aCHOCTH.

7.3.4 Vudopmarus, NoxydeHHass B XOJ€ NMPOBEACHHUS KOHTPOJIUPYIOIIUX MEpPONPUSTHN
0 JCUCTBUSX, COOBITHSAX U TMapaMeTpax, HMEIOUINX OTHOIIEHHE K (YHKIHOHHUPOBAHUIO
3alIUTHBIX Mep, JO/DKHA KOHCOJNMAMPOBATHCS M XPAHUTBCS B MECTax, MCKIIOYAIONIINX
MOJTy9YeHHE K Hell HECAHKIIMOHUPOBAHHOTO JAOCTYTIA.

7.3.5 MOHUTOPUHT JAaHHBIX O 3apPETUCTPUPOBAHHBIX COOBITUAX HMH(DOPMAITMOHHON
0€301aCHOCTH JIOJDKEH TIPOBOAMTHCS, 1O BO3MOXKHOCTH, C HCIIOJIB30BAHHEM BCTPOCHHBIX
MEXaHU3MOB HACTPOMKM W ayauTa COOBITHMM B HPOrpaMMHBIX U INPOrPAMMHO-TEXHHUYECKUX
Cpe/CTBAaX, UCTIOIb3yeMbIX B HH(OpMAIMOHHBIX cucteMax OVY.

7.4 Aynut cuctembl odecniedeHUus HHPOPMAIMOHHOI 0e30NaCHOCTH

741 B umensx OLEHKH TeKyllero ypoBHS UH(GOPMALUOHHOW 0€30MacHOCTH
yIOJHOMOYEHHbIe paOoTHUKM OV Ha peryispHOd OCHOBE JOJDKHBI MPOBOJUTH ayIUT
MH(pOPMallMOHHON O€30M1aCHOCTH.

7.4.2 BHyTpeHHHE ayIuThl WIA CAaMOOLIEHKHU JOJDKHBI BBIMOJHATHCS, MO BO3MOXHOCTH,
pabotHukamu OY.
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7.4.3 Pe3ynbTraToOM BBINOJHEHUS AyIUTOB MO MH(YOPMALMOHHONW OE30MAaCHOCTU JOJKHBI
CTaTb OTYETbl O BBHIMNOJHEHHOM ayauTe HMHPOPMAIIMOHHOM O0e30macHOCTH, KOTOpPbIe
paspabatsiBatoTcs crienuanuctamu OY.

744 Tlo pe3ynbrataMm ayauTa YIOJIHOMOYEHHbIE pPAOOTHUKM U OTBETCTBEHHBIC
noapasnenenuss OV ODKHBI  ONpPENeNuTh JIeHCTBHUSA, HEOOXOJMMble IS YCTpaHECHHUs
00HapyXEHHBIX HECOOTBETCTBUI B MPOLIECCE aAYAUTA U BbI3BABIIUX UX MPUYHH.

7.5 YnpasieHue nepcoHajioM

7.5.1 Opranuzanusi Takoro Ipoliecca YIPaBJICHUS MEPCOHAIOM, KOTOPBIM obecrneyuT
JIOBEPUTEIBHOE OTHOUIEHHE K paboOTHMKAaM, a TaKkkKe OpraHu3yeT KOMIUIEKCHOE
MPOTUBOACHUCTBUE YIrpo3aM HH(DOPMALIMOHHON O€30MMaCHOCTH, UCXOASAIINM OT repcoHana OY.

7.5.2 BoinonHeHue 00s3aTENbHBIX MPOBEPOK MPHU MPUEME HOBBIX paOOTHHUKOB Ha paboTy
C TOYKHU 3pPEHHUS JTOCTOBEPHOCTH COOOIIAEMBbIX HMH JAHHBIX U C MO3HUIHUMA OIEHKH UX
po(hecCHOHALHBIX HABBIKOB.

7.5.3 Opranuzanus paOoThl B HAMPABJICHUH TTOBBIIICHUS OCBEAOMJICHHOCTH U OOYYCHHS B
obnactu nHGOpPMATMOHHON OE30TTACHOCTH.

7.5.4 TloBbITIeHUE OCBETOMIICHHOCTH pabOTHUKOB OV

— 1o cymecTtBytomuM B OV nonurukam nH(GpOpMarmoHHONH 0€30MaCHOCTH;

— 1o npuMeHsieMbIM B OV 3alIUTHBIM Mepam;

— 10 MPaBWIHHOMY HCIOJIb30BAHUIO 3AIIUTHBIX MEpP B COOTBETCTBHHM C BHYTPEHHUMU
nokymentamu OVY.

8 3akiarouenne

8.1 Hacrosimas Ilonutuka siBisiercss BHyTpeHHUM JokyMeHToM OV, o01enocTynHoi
U TIOJUIEKUT pa3MeLEeHUI0 Ha odunnaibHoM caiite OY.

8.2. Hacrostimas [lonuTrka nouiexKuT M3MEHEHUIO, JONOJHEHUIO B CIIy4Yae IOSBIICHUS
HOBBIX 3aKOHOAATENBHBIX aKTOB U CIICIUAILHBIX HOPMATUBHBIX JOKYMEHTOB IO 00paboTKe
U 3alIUTe NEPCOHAIBHBIX JaHHBIX, HO HE PEXe OJHOro pasa B Tpu rozaa. IIpu BHeceHun
W3MEHEHUH B aKTyaJbHOM pelaklMM yKa3blBaeTCs Jara rnocieaHero oOHomieHus. HoBas
pemakuus IlonuTukM BecTymaer B CWIIy C MOMEHTa €€ pa3MEUICHMs, €CIM HHOE He
IIPEAYCMOTPEHO HOBOM penakiuen [lonmntuku.

8.3. KoHTponb ucnonHeHust TpeOoBaHMM Hactosmed IlonuTuku ocyuiecTBiaseTcs
JIUIIOM, OTBETCTBEHHBIM 3a oOecrieueHne 0e30MacHOCTH NEPCOHAIBHBIX JaHHbBIX.

8.4. OTBeTCTBEHHOCTH JOJKHOCTHBIX Iy, UMEIOIINX JOCTYII
K KOHQUACHIIMaIbHOW UH(OpMaIIMK, 3a HEBBINOJIHEHUE TPEOOBAHUN HOPM, PETYIUPYIOIINX
00paboTKy M 3alMTy MH(POPMALIUH, OMpPENEeNsIeTcs] B COOTBETCTBUU C 3aKOHO/ATEIbCTBOM
Poccuiickoit @enepanuu 1 BHYTpeHHUMU AoKyMeHTamu OY.
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